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ABSTRACT of user-centricity, however, we establish a starting point for both
User centricity is a significant concept in federated identity man- zsg:g;ss by leveraging the properties of a credential-focused FIM

agement (FIM), as it provides for stronger user control and privacy.
However, several notions of user-centricity in the FIM community Categories and Subject DescriptorsH.4.3 [Information Systems
render its semantics unclear and hamper future research in thisApplications]: Communication Applications; H.4.m [Information
area. Therefore, we consider user-centricity abstractly and estab-Systems Applications]: Miscellaneous; K.6.5 [Management of Com-
lish a comprehensive taxonomy encompassing user-control, archi-puting and Information Systems]: Security and Protection—authenti-
tecture, and usability aspects of user-centric FIM. On the systemscation; K.4.1 [Computers and Society]: Public Policy Issues—
layer, we discuss user-centric FIM systems and classify them into privacy, transborder data flow
two predominant variants with significant feature sets. We distin- General Terms: Security, Design, Management
guish credential-focusedystems, which advocate offline identity
providers and long-term credentials at a user’s client,ratadion-
ship-focusedystems, which rely on the relationships between users
and online identity providers that create short-term credentials dur-
ing transactions. Note that these two notions of credentials are quitel- INTRODUCTION
different. The further one encompasses cryptographic credentials An individual's identity in the digital world is represented by a
as defined by Lysyanskaya et al. [30], the latter one federation to- set of attributes. These attributes can simply be claims made by that
kens as used in today’s FIM protocols like Liberty. user that have not been certified by a third party, or attributes ver-
We raise the question where user-centric FIM systems may go— ified and endorsed by a third party. An individual can potentially
within the limitations of the user-centricity paradigm as well as have several different identities, corresponding to different sets of
beyond them. Firstly, we investigate the existence ahaversal associated attributes. The life cycle of an identity roughly con-
user-centric FIM system that can achieve a superset of security andsists of enrollment, storage, retrieval, provisioning and revocation
privacy properties as well as the characteristic features of both pre-of identity attributes.
dominant classes. Secondly, we explore the feasibility of reach- A federated identity managemei®M) system consists of soft-
ing beyond user-centricity, that is, allowing a user of a user-centric ware components and protocols that handle the identity of indi-
FIM system to again give away user-control by means of an ex- viduals throughout their identity life cycle. A FIM system involves
plicit act of delegation We do neither claim a solution for universal  three main entities, nameliser, identity provider(IdP) andservice
user-centric systems nor for the extension beyond the boundariesprovider. The IdP manages and potentially issues user credentials,
and the service providers (also knowrrelying partieg are entities
"Work performed during an internship at the IBM Zurich Research that provide services to users based on their attributes. Note that
kaboratory in Switzerland. _ there are several social, economic, and legal requirements to real-
Part of the work reported in this paper is supported by the Eu- jze 3 FIM system. For example, the legal requirements would have
ropean Commission through the IST Project PRIME. The PRIME ' ictate how the contracts for transactions limited to the physical

grig{ﬁCﬁ?&%&%ﬁ;gﬁ%@gﬁ%@%ﬁ%f{ﬁén Stcv?sgli':rggg;? gf?i?en}g?'%? yvorld get adopted wher_1 these tr_ansactions are performed electron-

ucation and Science. ically. Those non-technical requirements are to be addressed when
building a FIM system, but they are out of the scope of this paper as
our focus is only on the technical issues. See for example Europe’s

PRIME project [35] for material regarding such requirements.

Keywords: Identity management systems, user centric, user con-
trol, taxonomy, delegation, security, privacy
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predominant notions namekhglationship-focuse@nd credential- providers.

focusedidentity management. Both models put the user in bet-  The next step was then to decentralize the responsibility of the
ter control of her attribute data, but by using fundamentally dif- IdP to multiple such IdPs which can be selected by the end users.
ferent approaches. In the relationship-focused approach, a useln suchfederated systemsnultiple IdPs are distributed and can
only maintains relationships with identity providers and thus each store partial identity information of users if required. Other rules
transaction conveying identity information to a service provider in- and particular protocols are defined by several well-established or
volves the appropriate identity provider. The user has control over upcoming standards [25, 23, 22]. This avoided the problem of a
her attributes in that she is involved in every identity provision- single point of failure, but required that an IdP be chosen that is
ing transaction. On the contrary, the credential-focused approachalso trusted by other entities. In most of these systems the user had
is based on the user obtaining long-term credentials from the iden-to be dependent on an online IdP to provide the required creden-
tity provider and storing them locally. These credentials can then tials and hence these systems were referred fw@sder centric

be used to provide identity information without involving the iden- They clearly lacked user control on her credentials, and therefore
tity provider. Similar to the relationship-focused notion, the user is the current trend is moving away from them.

involved in every identity transaction as well. As a result, a currently emerging paradigm is thatisér cen-

For clarity, we can think of an analogy between the two notions tricity, that is, the idea of giving the user full control of transactions
of user centricity in the physical world: A credit card can be con- involving her identity data. This paradigm is embraced by multiple
sidered a specific relation with an identity provider (the authority industry products and initiatives such as Microsoft CardSpace [31],
issuing the credit card). At the time of use of the credit card, the SXIP [24] or the open-source Higgins Trust Framework [20]. In the
credit card company is usually contacted to approve the transaction.recent past, the exact definition of what it means to be user centric
This resembles the relationship-focused system with the credit cardhas been argued extensively without a clear conclusion. Other ter-
being the relation with the credit card company. On the other hand, minology often used closely with user centric are “user control,”
the use of a passport for age verification in a bar corresponds to the“user consent,” and “user in the middle”. Interestingly, the silo
credential-centric notion, the credential by itself is sufficient and model may be considered to have good user control, however, as
the identity provider (passport issuing authority) is not involved. mentioned above, this was more of a burden than an advantage.
This requires that the passport credential itself be hard to forge. Thus, incomplete understanding and implementation of the new
Though, when a passport is used to leave or enter a country, itsuser-centric systems may bring us back to square one of the evo-
(revocation) state is checked with an on-line authority to enhance lution of identity management systems if the new systems do not
security and account for timely propagation of (revocation) infor- incorporate the advantages presented by the previous approaches.
mation. Our aim is to understand the concept of user centricity and also

Each of the above paradigms has advantages of its own, neitherinvestigate the next steps in the evolution of the FIM systems.
one qualifying as being clearly better than the other. At this point . .
we raise the question, whether it is possible to go beyond the cur- 1.3 Contribution
rent notions to obtain aniversal FIM system incorporating the As a first contribution, we take a conservative approach and aim
advantages of both the user-centric system types. Moreover, suchat consolidating the different aspects of user-centric identity man-
a universal FIM system should be able to combine various other agement. In particular, we aim at elaborating the different aspects
aspects of user centricity, not necessarily addressed in current sysof user centricity in a FIM system. In Section 2, we establish an
tems, as needed per application. abstract taxonomy of an ideal user-centric system and describe its

Ironically, the major advantage of user centricity—user control various aspects.
through her involvement in each transaction—amounts for the ma-  In Section 3, we provide, as a second contribution, a detailed dis-
jor drawback of user centricity: not being able to handle delega- cussion of the predominant paradigms of user-centric systems and
tions. Though, a universal FIM system can go beyond the restric- how they satisfy certain aspects of our taxonomy. More precisely,
tions of user centricity to provide a complete identity management we compare the relationship-focused with the credential-focused

solution. systems and discuss the distinguishing features of each of the two
paradigms. This is followed by investigating the notion ofrgver-
1.2 Evolution of Identity Management sal user-centric system that incorporates the advantages of both the

systems. In particular, we see how we can go beyond the bound-
aries of existing systems and further, the boundaries set by user-
centric FIM systems themselves. One example of a limitation of

The most predominant identity management system deployed inthe typical user-centric ap_proach is that of delegation and we elab-
orate on the open issues in this aspect.

current-day Intemet is what is commonly known assfie model Finally, as a third contribution, we discuss in Section 4 which

Here the users handle their identity data and provide it separately to ; . . .

o : P technical mechanisms can be used to construct identity manage-
organizations that do not have any mechanisms to share this |den-rnent systems that satisfy a given set of properties of our taxonom
tity information with other organizations. This makes the identity Y 9 prop Y-

provisioning cumbersome for the end user and the identity man- We distinguish between a weak and a strong trust model and put a

agement system inflexible and closed. Therefore, as a next step,focus on mechanisms that help realize better user privacy.

the so-calleccentralized federation modéke Microsoft Passport

emerged, which looked into a possible solution to avoid rt)he re- 2. TAXONOMY OF USER CENTRICITY
dundancies and inconsistencies in the silo model and to give the Realizing a user-centric identity system concerns several distinct
user a seamless experience. Here a central IdP became responsiblspects. A key property of a user-centric FIM system is thasef

for collection and provisioning of the user’s identity information  control for which we first provide a comprehensive and detailed
in a manner that enforced the preferences of the user. This ap-analysis. In addition, we note that deploying a user-centric sys-
proach had several drawbacks as the IdP not only becomes a singléem is not trivial based on current technologies which are predomi-
point of failure but also may not be trusted by all users and service nantly provider centric. Therefore, we briefly describe the specific

To motivate why user centricity is becoming a key paradigm in
identity management, we provide a brief sketch of the evolution of
identity management.



2.1 User Control

The key idea in user-centric FIM which separates it from other
systems is the user control on her attributes, in particular on the as-
pect of releasing attribute informationser control and consent is
also defined as the first law of identity in Cameron’s Laws of Iden-
tity. User control is achieved by realizing manifold system prop-
erties. Some of these properties &@sic propertiesn that they
are not based on the realization of other properties, while others
arecomposite propertieomposed of other basic properties. The
properties of our taxonomy related to user control are illustrated as
nodes of the directed graph (more precidely, directed forest) in Fig-
ure 1. Composite properties tend to be more general and may de-
pend on several basic properties, although it depends heavily on the
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Protecton Omegy 2.1.1 Basic Properties

The basic properties of user-centric FIM systems either apply to

1) the entire FIM system, 2) transactions in the system, and 3) the
identity information or credentials of the entities involved. Though,
this classification is not exclusive. These basic properties are the

nodes with indegree 0 in the directed graph in Figure 1. System
Cproperties in the graph are represented by dark grey nodes, transac-
tion properties by light grey nodes, and properties of identity data
Opy white nodes.

Figure 1: Taxonomy of the user control aspect of user-centric
identity management

architectural properties needed for the deployment of a user-centri
system. Finally, we complete the taxonomy by highlighting the us-
ability concerns that are critical aspects that should be addresse
while realizing such a system. In essence, our taxonomy consists

of three main aspects, namalger contro] architecture and de- 2-1-1-1 ) FIM Sys_tem Propertie_s. o
ployment andusability. We identify four basic system properties. First s tiser-chosen

While reasoning about the security and privacy properties, we 'dP property which means that the user can choose between mul-
also refer to the OECD principles [34]. The OECD guidelines tiple IdPs. Thus the user is not confined to a defined IdP which
are widely accepted and form the cornerstone of fair information She may or may not trust. This choice also helps in achieving the
practices and regulations designed to protect personal informationiustifiable parties rule in the Laws of Identity. Secondplicy spec-
around the world. The user-centric FIM should satisfy the given ification and enforcementhich relates to the definition, manage-
OECD principle while providing the system property as relevant. ment and realization of multiple policy-related issues. Several of

We also refer to Camerontsaws of Identityf15] which are a re- the other properties build on the capabilities of the system to be
cent set of prevalent guidelines regarding digital identity manage- ¢apable of dealing with those policy-related issues. The third sys-
ment. They aim at explaining the successes and failures of digital M Property is that oéuditing The audit subsystem needs to be
identity systems. They include design principles and rules desired defined in such a way that it can be used to achieve the other de-
to achieve several security and dependability properties. sired properties of the FIM system using appropriate mechanisms.

While reasoning about which properties are required to achieve N particular, the granularity of audit logs and definition of event
the required system, it is important to define the trust model of such €l2sses being logged are key issues to be considered. The fourth
a system. We consider two distinct models based on the parties thaSyStem property igssurance supparthat is, providing mecha-

are controlled by the attacker and whether passive or active attacks"iSms that allow the user to gain assurances from the server sys-
are considered. tem or its owner organization. Assurances help the user in deciding

whether and to what extend to trust a potential recipient of her iden-
1. Weak Trust Model. The identity provider is completely ity data.
trusted to follow the protocols and to not engage in any at-
tacks, not even passive onedhat is, the issuerisnotcon- ~ 2.1.1.2 Transaction Properties.

trolled by the attacker. Transaction properties concern all the transactions which deal
with identity-related information.
2. Strong Trust Model. The identity provider is controlled by First is thecontext bound transactionsroperty which requires
the attacker and is thus not trusted to follow the protocols and that the messages of a transaction be bound to the context that trans-
can engage in arbitrary attacks. action is being executed in. That is, the messages of the transaction

are worthless in a different context. Second is timdinkability

of transactions which means that transactions can be unlinkable to
each other with respect to the end entities (like verifier or issuer).

This is assuming that the identity assertion being conveyed in the
transaction does not establish linkability. For example, if the asser-
tion contains a unique identifier referring to a particular user, then

1A passive attack is defined by the attacker taking advantage of the@nother transaction using the same information is trivially linkable.

information obtained from all controlled parties, but always cor-  Animportant property of a transaction is to inclugiger consent
rectly following the protocols. A user giving her consent means that the user’s view of the trans-

In both of the models above the service providers are also con-
trolled by the attacker and the users can be possibly malicious and
try to get an advantage.

Based on the above principles and models we first elaborate on
the user control aspect of a user-centric FIM system.




action corresponds to the actual transaction and that the user agrees Selective releasef identity information means that identity in-
to the execution of the transaction. The significance of this is also formation can be released at a fine-granular level by the user.

highlighted in Cameron’s first law. Related to selective release dsnditional releasehat is con-
Depending on who generates the identity token being provided to cerning the release of identity information such that it becomes
the service provider, we can distinguish between the cassert available to the recipient only once a condition is fulfilled. The

generated tokenandissuer-generated tokendJsing appropriate recipient obtains a guarantee that they will obtain the information
mechanisms, in both cases the same security properties can be obence the condition is fulfilled. Conditional release can be useful
tained. Though only protocols with user-generated tokens can pro-for anonymity revocation in anonymous settings: The user condi-

vide some privacy properties in the strong trust model. tionally releases identifying attributes that can get available to the
recipient once a well-defined revocation condition is fulfilled.
2.1.1.3 Identity Information Properties. Sharing preventiomprevents users from giving their credentials

A well-established taxonomy divides several computer-security- t0 other parties who use them in an unauthorized way, e.g., to il-
related issues into three categories, namely confidentiality, integrity, legitimately access services. Moreover, malicious users could pool
and availability. We identify the desired properties for identity in-  their credentials to attain higher privileges than each of them would
formation first based on these properties and then go beyond this tohave on their own. An access control decision based on a pooled
address further issues that come into play in a FIM system. combined set of credentials would be flawed and lead to security

Confidentialitymay be defined as the protection of sensitive in- threats. Pooling prevention is a special case of sharing prevention.
formation from unauthorized disclosure. This requires that the iden- Due to the security threats, sharing prevention should be enforced
tity information is only accessible by the intended recipients. If by a user-centric system.
an attacker can retrieve this information, then the user control on  The final property in this category is thatmdrtability of identity
the attribute release and usage is (partially) broken. It is therefore information referring to support for the user in using her credentials
essential that the credential disclosure subsystem provide mechaon multiple of her devices. This flexibility is used for many typi-
nisms for confidential release of the user’s attributes and that iden- cal user scenarios, for example, ones involving a desktop machine,
tity information be protected accordingly at all times. This property 2 laptop, and a smart phone. This property may require intricate
can also be related to thigected identity rule of the Laws of Iden- ~ mechanisms depending on the identity management mechanisms
tity. and protocols being used.

Integrityis defined as the condition that data has not been altered
in an unauthorized way. In our discussion we use integrity to spec- 2.1.2 Composite Properties
ify that the identity information as issued by_ the identity provider We define several composite properties which can build on one
has not been changed. We note the special case of self-asserteg; more of the basic properties. These composite properties are il-
identity, where the user is their own identity provider. Integrity | sirated as the nodes with an indegree of greater than zero in the
Is a generic property essential for any identity management sys- girected graph in Figure 1. We highlight the dependencies by draw-
tem. The flf.th OECD prlnC|_pIe named ascurity safeguard princi- _ing a directed edge from a propertyto the composite propert
ple also indicates the requirement of securing user data from beingith the semantics thatt is required or helpful in achieving.

tamper.ed with. Certificqtion of attrit?utes is a method to meet such \wnich basic or composite property helps in achieving a composite
a requirement. This is important since no real guarantees can be

. ; . . . ~*property can depend on the assumed trust model.
based on attributes which are simply voluntary claims especially if * The attribute securityproperty reflects a comprehensive notion

they deal with sensitive information and assurance that it is being security of a user's attributes. A main focus is on the correct-
provided by the owner of the information. We also definewes-  pegs of attributes in the view of a service provider meaning that
fiability property meaning that the user can verify that the identity e attributes belong to the person executing the transactions. This
provider provides the correct identity data about the user and ac- rqqjjres the attribute information to be integrity protected and steal-
cording to the user’s intention. This property is related to the user ing protection and sharing prevention must be in place in order to
consent property. . . . . ) avoid another person maliciously or with the user’s help taking over
Stealing protectiompplied to identity data and in particular cre- e ysers identity. Furthermore, revocation of identity information
dentials and private keys addresses the issue of protecting against, st be feasible. Attributes in certain cases must be kept confi-

malicious viruses, hackers, or other unauthorized entities illegiti- yantial with respect to other parties than the ones involved in the
mately trying to get hold of a user's data items. Without stealing {.4nsaction.

protection itis impossible to achieve properties like non-repudiation
or attribute security.

Revocationof identity information is required to maintain the
validity of the information where this has a major implication on

the security of the information. More specifically, if the informa- The non-repudiationproperty of messages means that a non-
tion is endorsed by an identity provider, e.g., through a certificate, repudiable message can be linked to the entities involved. Link-
then there should be a way to revoke the endorsement. Security of.

. . : ! ability is restricted to when the conditions defined by the policy are
the attributes in an identity management system can only be guar-

- - ‘ : i satisfied. Non-repudiation is a generic security property desired in
anteed with appropriate revocation mechanisms for already |ssuedany identity management system. Mutual non-repudiation gives a

credentials. Revocation in systems where the issuer is providing g,arantee that the user cannot later deny having executed a partic-
the required credential to the user each time she needs to use if; 5 yransaction and the service provider cannot deny having been
is simple to solve. Such credentials are typically short term, and js|ved in the transaction. The requirement for non-repudiation is
cannot be l_Jsed wnt_hout consultlng_the issuer again. If, however, also indicated in the seventh OECD principle narimeitidual par-

the credentials are indeed stored with the user, such as a Iong-terrqicipation principle. Interestingly, the property eépudiationmay

credential issued by the appropriate authority, then building an ap- 415 pe desired in certain interactions when the user may need to be
propriate revocation system becomes more challenging and C”t'cal'anonymous.

Service protectiomccounts for the security of attributes and the
enforcement of the service release policies of the service provider
based on these attributes of the requester, that is, service access is
only granted to authorized requesters.



The non-transitivity property addresses the impossibility for a used and for what purpose. Defining such requirements needs a
recipient of identity information to reuse this identity information privacy policyto be provided at the time of the release of the at-
using the obtained security tokehs. tributes. Most OECD guidelines aim at general standards for pri-

Data minimizationdeals with the minimal data release within a vacy rules and the third principle especially highlights phepose
transaction. Minimal here means that only data be requested andspecification of the released data. Several policy languages have
released that are required by the service provider to provide the been developed [17, 3] which address this concern and the enforce-
service. Data minimization can be achieved by having according ment of such policies remains a crucial aspect which needs to be
policy system support, by having unlinkable transactions, and by addressed to make such policies meaningful. The policies incor-
having a data release system that allows for selective release angorate user consent on the release and usage of her identity in-
conditional release of identity information. This corresponds to formation. This is also related to the fourth OECD principle, the
the first OECD principle relating toollection limitation. This prin- use limitation principle. Obligations [4] are concerned with com-
ciple is also reflected in the European Data Protection Directive mitments of the involved parties in a given transaction. In most of
95/46/EC [18] and the national data protection laws within the Eu- the related work, obligations have been considered from the service
ropean Union. It is to be noted that data minimization must not provider’s point of view. However, in a user-centric system, if the
harm the attribute security or service protection. An additional re- user is given complete control of the release of her credentials then
quirement for data minimization concerns the service release poli- it becomes essential for this user to satisfy the defined obligations.
cies of the service providers that must be capable of supporting Similarly, the methodologies to define restrictions provide a way
this property. In a user-centric system, the users should have theto understand conflict-of-interest concerns and other regulatory as-
option to provide minimal information required to qualify for a ser- pects depending on the temporal events of the user.
vice. This is beneficial both to preserve the privacy of the user and  Anonymityin transactions deals with the subjects remaining anony-
decrease the service provider’s cost for regulatory compliance andmous within the anonymity set, that is, being not identifiable within
decreases potential liability in case of exposure of user identity in- this set. Anonymity is a specific notion related to data minimiza-
formation. Data minimization has been emphasized in related work tion, obtainable when the released attributes are not identifying the
of [14] to have diverse and important implications for an identity user. Anonymity is supported by unlinkable transactions, without
management system. unlinkability the anonymity set shrinks quickly in practice when

Attribute privacyrefers to the concept of giving the user con- executing several transactions. Pseudonymity—the use of pseudo-
trol over her attribute data. This is supported by giving the sys- nyms as user identifiers—is a concept strongly related to anonymity.
tem assurance support and allowing for user-chosen IdPs. BothConditional anonymity—anonymity that holds only as long as a
those properties account for user-centric decisions on which IdP to well-defined condition has not been fulfilled—can be provided based
trust. Anonymity and its dependend properties play a major role on conditional release of the identity information. In this way,
in attribute privacy in that it helps avoid the unnecessary release mechanisms providing for anonymity are still useful as they can
of (identifying) information. An orthogonal property essential for be complemented with those for realizing accountability.
reaching attribute privacy is the support of privacy policies, obli- Another important composite property is thatraitification It
gations, and restrictions. Confidentiality ensures that attributes areis desired to enhance the control of the user so that she is able to
not unintentionally disclosed to any party. However, similar to pro- receive (“push” model) and retrieve (“pull” model) notifications re-
tection against malware, additional mechanisms may be requiredgarding the usage of her identity data. This is particularly important
to provide resistance to the different types of identity theft. For when there is a security breach leading to user’s identity informa-
example, if a particular user-centric FIM system lets the user store tion to be compromised at an external entity. The sixth and seventh
her own credentials on her device then further measures to securédDECD principles ofopenness andindividual participation can po-
the credentials are needed in case this device is lost. Securing usetentially be satisfied using comprehensive notification mechanisms.
data where it is stored is also stressed in the fifth OE&&urity A final important system property discussed here isuber in
safeguard principle. the middleproperty. This property represents how the user is in-

Accountabilityrefers to the ability of holding entities responsi-  volved in providing the identity information to the service provider.
ble for their actions. This is concerning user transactions and use This property can come in two flavors: In one case, the user’s client
of identity information at the service provider and identity provider. is the one which simply transfers the final token provided by the is-
FIM systems have typically been focused on underpinning account- suer. In another case the actual user is involved in constructing the
ability in business relationships and checking adherence to regula-token and sending it to the verifier. This property corresponds to the
tory controls. As in user-centric systems the identity information of OECD principle ofindividual participation and has been of concern
a user is provided via the user’s client, security properties have to for several identity management systems.
hold, in particular integrity, such that accountability still holds and
the person can be held accountable. Accountability also becomes? 2  Architecture and Deployment

:nsc')%n 'r]::%augt ;Sggcgsnl:;gir”f eg:]récasri/srt]ennli;an::c;lesetrhseeucs:r:t:g ds;tcatly Deployment consists of those activities that need to be performed
in ?/0 erties Neverthelessy conditionil re)I/easepof identity infor- with a software product after it has been released [19]. Deployment
mgtﬁ)nrz:an hél in obtainin ,accountabilit in anon mousytrans- of identity management software includes installing, configuring,

3 P 9 o 'ty in anony and updating the program or components, that is, to enable a user
actions. The eighth OECRBccountability principle is devoted to he diff fth . f
understanding accountability, especially as it relates to privacy to execute the different components of the system. Requirements o

The propertyorivacy polic ' obligations. and restrictiord;aalsl a user-centric deployment were highlighted in [29] which stressed
property y policy, 9 ! on the following three aspects: 1) to haveiaterference-freale-

er(t)rgézteinp()ltll‘(l::aesr(ijvea?cnegflrz;tssesr}/sS:anzPdiﬁ:}g:’rr:;]tfigc‘lcei?]igq:ﬁ Vg?_”e ployment such that the new components do not disrupt the already
P 9 P Y Y ! P installed components of the user system; 2) to hadependent

tant to define the circumstances when identity information can be deployabilityand absence of strict dependencies to allow for flexi-

2Clearly, the identity information itself can be reused in a typical bility and choice of configurations to the user; and finallyc8jn-
setting as it becomes known by the recipient. patibility with legacy codewhich is especially crucial because of




the update and management of a large number of components thabf identity information and rights associated with them.
already exist with all the different users. Lo
The user in the middleparadigm on the architectural layer de- 3.1 EXisting Systems

fines that the identity data always flows through the user’s iden-  Clearly, the space of user-centric FIM systems is very hetero-
tity client. It is claimed that in a user-centric system the identity geneous. For the sake of this discussion, we classify the systems
provider does not have a priori knowledge of the service provider, according to one important distinguishing feature that influences
only a trust relationship from the service provider to the identity multiple key aspects of the system, namely, design focus As
provider must exist. Note thatser in the middledoes not make  design focuswe define the type of identity data or meta data that (a)
any assertions about the involvement of the human user, e.g., forjs presented to the user in the user interface; (b) a user’s client of a
approving every transaction. user-centric FIM system manages. We claim that there are, in prin-
A unique property which is essential for a user-centric system is ciple, two extremes of user-centric systemstationship-focused
that of multi-device managementf, for example, a user has her  systems andredential-focusedystems. Of course, the parameters
credentials stored in a local PC and then has a separate laptop, &f each system class can be altered such that they get more sim-
user-centric system should provide functionality to let the user use jlar to the other one, however, for the purpose of this discussion
her credentials regardless on which device they are stored or haveye choose typical instances of these classes. In the following two
been obtained with. This is closely related to the portability aspect subsections we describe the advantages and disadvantages of the
of identity information. typical systems of both classes. We describe these notions briefly
There are other properties generic to all FIM systems and there- gnd sketch an overview in Table 1.
fore we do not elaborate on them. This includes the system being A relationship-focusedystem (Table 1, middle column) is char-
fault tolerantand dependable The user-centric system should be  acterized by the FIM system only managing relations to identity
able to survive failures of the federation entities, and the service providers and collaboration partners. We call this design foeus
should be able to comply with the different dependability require- |ationship focused In such a system, the user's client queries an
ments as appropriate for a given application. The system shouldidentity provider, with which the user has a relationship, in each
be deployable in &ost effectivenanner. One of the key goals of  transaction and retrieves identity information dynamically during
a federation system is the cost effectiveness which should not bethe transaction. Usually the identity information is transferred in
compromised while integrating user-centric features. Moreover, short-term identity federation tokens, such as SAML [33], Lib-
the cost of establishing, using, and maintaining user credentials erty [28], or WS-Federation [25] tokens. Suchsecurity token

should be adequate. Another aspect of cost iffieiencyof the is usually a statement about a user’s identity or attributes that is
protocols themselves. simply signed by the identity provider.
23 Usability In a credential-focused systeffable 1, right column), the FIM

: system manages the user’s credentials directly, i.e., the client holds

Usabilityaddresses the relationship between the user-centric toolghe user’s long-term credentials in a local wallet. Thus, the user can
and their users. In order for a tool to be effective, it must allow in-  |everage the credentials in multiple transactions without involving
tended users to accomplish their tasks in the best way possible. Thehe original identity provider again. In such a transaction, the user’s
key principle for maximizing usability is to employ iterative design,  client either reveals the full credential (in the case of an X.509 client
which progressively refines the design through evaluation from the certificate) or shows properties of the credential (such as in sys-
early stages of design [1]. Some key aspects are 1) todmvs- tems based on zero-knowledge proofs of knowledge like Brands’
tent user experience) anintuitive and easy Ulwhich may also system [7] oridemix[10]).
help required functionality from the user like policy specification,  we need to clarify that a credential as used in credential-focused
and finally 3)process automatiqrthat is, automating user-side pro-  systems is not just a security token with long-term lifetime, but a
cesses of identity management as far as possible through policy anchon-transitive cryptographic credential as defined by Lysyanskaya

preferences-driven methods. et al. [30]. A credential empowers the user to make statements
about her identity and attributes by herself (i.e., the user needs to
3. BEYOND THE BOUNDARIES own a piece of data equivalent to a private key) once the credential

Where Section 2 covers abstract properties of user-centric FIM, 1@s been obtained from an identity provider while retaining the cer-
in this section, we move on to existing systems and their limita- tification by the |dent_|ty provider. The use of the c_redentla_ll leads
tions. In Section 3.1, we analyze classes of systems that follow {0 @ token to be provided to the relying party or an interactive pro-
the user-centric paradigm and point out their differences as basistoc0!- o _ )
for our further discussion. Taking this as basis, we ask the fun-  1h€non-transitivitywe mention here means that the entity that
damental question, how we can move beyond the boundaries and€ceives the credentl_al or a proof statement_ generated from a cre-
limitations of these classes. dential cannot reuse it to make the same claim.

Within Section 3.2 we ask the question whether there exists a
universal system in the user-centric space, i.e., a user-centric sys-
tem that satisfies all properties in the taxonomy of Section 2 as well
as subsumes the design classes shown in Section 3.1. Such asys3.1.1.1 Advantages.
tem would be a perfect solution for user centricity, however, still Relationship-focused identity systems typically isshert life-
remain within the limitations of the paradigm itself. timetokens used for immediate access control by the user. Such a

In Section 3.3, we consider solutions that go beyond the problem restriction limits the risk and damage in case this token is stolen. It
space of user centricity, that is, beyond the inherent limitations of also mitigates the possibility of sharing of these credentials within
user centricity. We consider the problem that a user may give up the the period of their validity $haring Prevention
user control established by a user-centric system again and leverage An online identity provider in such systems allows for online ver-
the advantages of non-user-centric FIM as well. We believe that the ification of the validity of the user’s account. This guarantees fresh-
key aspect for this solution will be efficient and flexible delegation ness and up-to-date attributes of the identity tokens issGed- (

3.1.1 Relationship-Focused Systems



Table 1: Design focus of user-centric FIM systems.
Relationship Focused  Credential Focused

Reference to issuer
online
short-term

User holds
Issuer
Token validity

Long-term credentials
offline
long-term

Setup Establish relationship Issue credential

Transaction Upon user request, Issuer not involved.
issuer creates new User “shows” credential
short-term token. or property thereof.

Transitivity Restricted by audience  Enforced by crpytographic means

rectnessIntegrity). Consequently, there is no immediate need of
Revocatiorcapabilities.

In general, relationship-focused systems can be lightweight and
do not necessarily require a rich user client, such as in the case of
browser-based protocols (passive requestor profiles [33, 26]). Also
they only need to rely on well-known public-key cryptography.

3.1.1.2 Disadvantages.

By construction, relationship-focused FIM systems require the
identity provider to be online during transactions. This renders the
identity provider a single point of failure for these systems and im-
poses requirements of high uptime and quality of service on the
identity providers &vailability). Consequently, identity providers
are costly to deploy and operatét effectiveefficiency.

As the identity provider is always involved in user transactions,
the identity provider can trace the user’s activities (partners, URIs,
attributes revealed, timing) and, therefore, potentially infringe the
user’s privacy §ata minimizationanonymity.

Sharing and theft are still possible in relationship-focused sys-
tems® Possible means of theft are spoofing or man-in-the-middle
attacks, which can possibly compromise a token for the brief in-
terval of its lifetime. Also, the information used for the initial au-
thentication at the identity provider such as a user’s username and
password combination may be stolen or shared.

Relationship-focused systems are endangered when it comes t
the transitivity of their tokens. A token is callé@nsitiveif a prin-
cipal that receives the token may use it to impersonate the token
holder. In existing relationship-focused systems transitivity is pre-
vented by suitable setting of provider and audience flalisnes-
sages and the assumption that honest principals will reject mes-

This principle also guarantees that identity providers cannot trace
the behavior of their users, which is a major step tow&ais Min-
imizationand Anonymity

When it comes to non-transitivity, credential-focused systems
need to be non-transitive by construction or their long-term creden-
tials will be vulnerable by impersonation attacks. Given systems
indeed enforce non-transitivity by cryptographic means such that a
token generated from a credential cannot be used later by its recip-
ient or other party as valid token in other contexdathentication

Authorization).

3.1.2.2 Disadvantages.

Theft or sharing of the long-term credentials of such a system
may inflict a large damage and thus introduce a risk to credential-
focused systems. Therefoi®@haring Preventiotis a must-have of
credential-focused systems.

Clearly the possible impact of loss or compromise of long-term
credentials and the dynamic nature of certain identity information
imposes the requirement Bevocatiorof credentials on credential-
focused systems. The revocation capabilities give a user the option
to terminate the lifetime of her credential as soon as she or some
other entity perceives the loss or misuse of the credential and also
allow the identity provider to revoke a credential on their behalf
once a user does not qualify for the credential any more. Research
already provides several ways of handling revocation of credentials
efficiently, even while maintaining thBata Minimization Unlink-
ability, andAnonymityproperties of these systems.[10]

Credential-focused systems naturally generate a higher workload
on a user’s client and require a rich client to be executed.

3.2 Does a Universal System Exist?

With respect to the proposed two classes of user-centric FIM, the
universal system is a system that is capable of fulfilling both classes
seamlessly. This means we are looking for a universal user-centric
FIM system that can have long-term as well as short-term creden-
tials, online as well as offline identity providers, and satisfying a
large set of the properties we named in the taxonomy of Section 2,

Oparticularly in the security and privacy area.

To our knowledge, the universal system has not been found, yet,
that is, there exists no single system that combines advantages of
both flavors and fulfills a superset of their properties.

Nevertheless, we believe that such a universal user-centric FIM
system may exist and will pursue a discussion how to achieve it. We

sages not intended for them. As soon as the audience contains morezn hope that it is a viable way to take a given system as starting

than one principal or is even left out, a user may fall prey to imper-
sonation attacks by so called bogus merchaaighgentication Au-
thorization), that is, a principal acting as service provider misusing
the credentials received in a valid protocol run.

3.1.2 Credential-Focused Systems

3.1.2.1 Advantages.

By construction, the identity provider of credential-focused sys-
tems is offline during transactions, such that there is no runtime
dependency on the provider’s quality of serviegdilability).

3This may be limited by hardening the operating system or binding
the client to a hardware module such as a Trusted Platform Module
(TPM).

*“WS-Federation, SAML, and Liberty have in common that they
allow an identity provider of a security token to specify a set of

principals that may accept the token as part of the message. Princi

point and extend it by further properties to achieve this goal.

3.2.1 Relationship-Focused as Starting Point

We start our discussion with a relationship-focused system as
basis. One could cache the tokens used in such a system and sim-
ply extend their lifetime. However, we have seen that relationship-
focused systems existing today only have limited means of restrict-
ing the transitivity of their tokens. Either the token is issued with
a limited audience set, which in turn pre-determines the use of the
token. Or the audience encompasses a large set of trusted princi-
pals that raises the risk of bogus merchant attaakthgntication
authorizatior).

Also, the relationship-based systems need to present a full to-
ken in order to get a signature validation of the token, which al-
ways reveals the full data sedqta minimizatioh Moreover, be-
cause of the static signature bound in such a token, the tokens of a
elationship-focused system are per se linkable, which allows trac-

pals must reject a message that does not name them in the audienci®g and infringes the useranonymity

field.

We conclude that today’s relationship-focused systems are diffi-



cult to use in a long-term credential setting and may infringe secu- This example illustrates where a user-centric FIM system is essen-

rity as well as privacy properties. tial because of the privacy of the personal health information, how-
) ) ) ever, there is an evident need of delegation capabilities in such a
3.2.2 Credential-Focused as Starting Point system.

Once we consider credential-focused systems as a starting point Within the next paragraphs we elaborate how user-centric FIM
on our quest for a universal user-centric FIM system, we observe Systems may achieve delegation and which steps have already been
that such a system may be trivially set to short-term credentials. done in prior research. We again rely on our classification into
Furthermore, the means of sharing prevention in credential-focusedr?|at'0n§h'p'focused and credential-focused systems to structure the
systems may even be used to enforce that a credential can only beliscussion.
shown once ok times by a user. .

Some credential-focused systems already provide stizatg 3.3.1 Delegation Background
Minimizationand Anonymity We want to keep these properties as A well-accepted definition obelegationis that a principal or
we reduce the lifetimes of the credentials and involve the provider group of principals is explicitly appointed to represent another prin-
in more transactions. In general this is possible, as these systemsipal or group of principals. For an user-centric FIM system that
allow a selective release of single attributéat@ minimizatioi handles not only authentication but also attribute statements this
For theAnonymityproperty, we can leverage the property that the notion needs to be extended: here, a principal is appointed to rep-
policy of the credential issue is decoupled from the policy of the resentanother possibly anonymous principal with certain attributes.
service provider and the service provider’s address. We focus our discussion to the case that the delegating principal is

The credential-focused systems introduce a significant workload a user.
to a user’s client and the provider that does not amortize such well  Delegation has been explored extensively in trust management
anymore once the credential lifetimes get shorter. Of course, oneSsystems for public-key infrastructures like PolicyMaker [6], Key-
can limit a credential-focused system by having the provider only Note [5] and RT [27]. In most of these systems, the user herself
“showing” a credential on behalf of a user instead of handing over can delegate some of her authority to a known delegatee. The pro-
the credential itself, which renders the system much more efficient cess of making access control decisions involves finding a delega-
and truly relationship-focused. tion chain from the source of authority to the requester. Thus, a

We believe that a credential-focused system gives us a good start-central problem in trust management is to determine whether such
ing point for achieving a universal user-centric FIM system. Sec- a chain exists and, if so, to find it. This was named credential chain
tion 4, we proceed by looking at a concrete credential-focused FIM discovery problem [27].
system and its properties. L . .

3.3.2 Delegation in Relationship-Focused Systems
3.3 Beyond User-Centricity In most of the FIM systems, the user does not have the capabil-

Currently, we already perceive several viable solutions for user- ity to re-issue tokens issued to her—and to enable this capability
centric FIM in the real world. They have in common that they is non-trivial. This is because the credentials considered in trust
follow the paradigm to put the user in control of her identity and Management have more complex semantics and structure as the to-
to involve the user's client in all transactions. Though we gener- kens considered in FIM systems. In relationship-focused systems,
ally agree that user-centricity is a good paradigm, we perceive an delegation could potentially be implemented based on a delegation
inherent downside introduced by it. policy defined by the user and given to the IdP. The IdP will then

That is, a user may desire to execute her user control over hergovern which privileges and delegation rules to apply at any given
identity by giving up a part of her inmediate control and delegate Ccontext. This is possible because each time a credential is used the
explicit permissions to other entities as a willful act. This may appropriate IdP is consulted.
happen because of efficiency reasons (for instance with small de- L .
vicgps)), organizational or con\>//enience réasons. Therefore, we per- 3.3.3 Delegation in Credential-Focused Systems
ceiveDelegationas distinguished desired property that may movea A similar reasoning can be applied when trying to execute simple
user-centric FIM system beyond its inherent boundaries and allow delegation in credential-focused FIM systems. However, consider-
a user to leverage advantages of non-user-centric systems as welling the specific properties of anonymity resulting from unlinkabil-
Obviously,Delegationis metato the user-centric paradigm asital- ity and minimal data disclosure and various anonymity revocation
lows to move beyond its problem space and, therefore, introducescapabilities in a multi-party transaction, the problem of delegation
a solution that goes beyond the problem space of user centricity. becomes non-intuitive and complex.

How does such a delegation from a user-centric FIM system look  In general, we find two variants of delegation in credential-focu-
like in a simple example scenario? sed systems. One requires the presence of the identity provider

at delegation time and, therefore, generates a similar flow as the

ExAMPLE 1. A user called Alice prefers to go to a hospital relationship-focused systems. Though having the same structure
called Health-Central for various types of health screenings. Sev- as relationship-focused delegation, the credential-focused solutions
eral times she has to get certain health examinations and tests donemaintain the positive properties of this clagsafa Minimization
elsewhere, the results of which are required for deducing more Anonymity Integrity, Sharing Preventiop while adding additional
comprehensive results of the health screenings itself. Due to thefunctionality such a&-times use delegations.
laws and regulations most of the health examination centers do not The second class allows a user to create a delegation credential
reveal this data to anyone but the user whose data is processed.by herself without involving the identity provider in the delega-
Therefore Alice herself has to retrieve the data required by Health- tion. To do that while maintaining the properties of the credential-
Central every time it is needed. Since this is cumbersome, Alice focused FIM systems is an open research problem that was defined
would like a way to allow Health-Central to retrieve such data as cryptographic problem by Chase and Lysyanskaya [16]. There
from the various centers. This is more efficient, and furthermore exists no (efficient) solution to this problem, yet.
such capability is vital to handle cases of emergency. In general, we perceive it as valuable to user centricity to con-



tinue the research on delegation, in particular considering the opendata under the key of a trusted decryption authority or the identity

problems in credential-focused systems. To our judgment, researchprovider guarantees to provide the identity information to be con-

may provide powerful tools for moving beyond the boundaries of ditionally released once the agreed condition is met. Again, this

this paradigm. is made possible by the weak trust model that assumes having an
honest identity provider.

4. MECHANISMS 4.1.3 Accountability

This section discusses mechanisms that can be used to obtain an . . _—
. . . . . Context-bound transactiortan be realized by signing the trans-
identity management system with given properties of our taxon- action context using a traditional signature scheme. This could be
omy of Section 2. We structure our discussions by the weak and . 9 : g . T
. . done by either the user or the identity provider, depending on what
strong trust models we presented in Section 2 as they lead to ma-, . . - . o
; . . : ; kind of system is being used. One can obtaim-repudiationby
jor differences in requirements on mechanisms. Furthermore, we = . o - . . .
: . . . using traditional digital signature schemes where the identity of the
structure the section by picking composite properties and elaborate _: : i e )
. . o signer is bound to the signature verification key, e.g., via PKI. Fur-
on those and the properties required or useful for obtaining them. thermore. non-repudiation requireealing protection This can
We chose a selection of properties from the taxonomy with a focus ! P . d ) 9p . .
be achieved by appropriately securing the computing environment

on privacy. . . - - . o
or relevant parts of it against malicious viruses. Running the criti-
4.1 Weak Trust Model cal subsystems in a separate hypervised operating system addresses
the issue. Binding credentials or secret keys to hardware, e.g. by
' having them on a separate token like a smart card, can help obtain
appropriate solutions as well.

The weak trust model, that is, assuming a fully trusted issuer
allows for the construction of powerful identity management pro-
tocols in the relationship-centric domain and ones based on tra-
ditional certificates. Due to the weak trust model the protocols 4.2 Strong Trust Model
can—despite their power—be constructed based on standard cryp-
tographic techniques such as signature schemes like DSA or RSA
and (hybrid) encryption schemes using prudent engineering prac-
tices to devise correct protocols [2].

In the strong trust model it is much harder to obtain the in-
tegrity property while still allowing for properties like unlinkabil-

ity, anonymity, selective release, and conditional release. For this
reason we shall elaborate on what the problems are and how they
4.1.1 Attribute Security are overcome. The basic idea is to deviate from the traditional
signature schemes to achieve integrity and use special signature

Confidentialityof identity information is mainly accounted for schemes and protocols. The basic idea behind those special sig-
by using a secure channel to the intended recipient and to the IOIer]_nature schemes is that they allow the user to break the linkability

tity provider to precl ndesir X re of identity information o A . X .
y provider to preciude undesired exposure of identity informatio between the certificate (credential) she receives from the identity

to unauthorized parties. An additional means for ensuring confi- provider and the token she sends to a relying party. Breaking the
ntiality i h ri information r ropriately in . - o . L
dentiality is to have attribute information secured appropriately i linkability means that the bit string of the issued certificate and the

storage on a user’s devicentegrity is achieved by the identity ) ; X
provider issuing tokens that are signed using a traditional signaturetoken provided to the relying party cannot be linked to each other

scheme like DSA [32] or RSA [36]. This allows for directing the _by an adversary C(_)ntrolling both the identity provider_and the rely-
tokens to the relying party via the user while preventing the user ing party. A prominent example for such a scheme is the scheme

from applying unauthorized changes to the identity information. by Brands [7] which features single-use certificates only, that is,

Understanding the semantics of the security tokens that a user re_certificates may only be used once if unlinkability is to be retained.

ceives from an identity provider allows for verifiability of attribute Two more recent schemgs by Came.nlsch. and Il_ysyanskaya [lQ  12]
correctness. For therevocationof identity information, certificate feature multi-show certificates, that is, unlinkability can be retained
revocation lists (CRLS) [21] can be employed in th’e case of the €ven if the same certificate is used multiple times. In the case of
traditional certificate-centric approach. In the relationship-centric :Jsmgrthensggna;rtljirr? sclf:ermhes\,/i(r)‘f Ci:ameglsch ‘;Tf? Ltysyterllnst,l?ayﬁ, ﬂ:je
approach, revocation can be easily achieved by the identity provider Ssuer can be offiine aller having Issued a certiicate, that 1S, nee

keeping state of the revoked parties and eventually not issuing fur- not pe |nvolved_|n the transaction for prowc_il_ng user |denF|ty |_nfor_-
ther tokens. mation to a relying party, provided that certificate revocation is still

accounted for.
4.1.2 Anonymity

o . . - _— 4.2.1 Attribute Securit

Unlinkability is achieved by having the identity provider issue a o . y . o . e
fresh token for each transaction the user carries out. This approach Ntegrity is achieved by having identity information certified by
is taken in the relationship-centric systems. Unless the identity the identity provider using one of the special signature schemes
information in the tokens establishes linkability, the tokens used Cutlined aboveVerifiability is analogous to the weak model by re-
in multiple transactions can remain unlinkable using the assumed 9uiring the user to understand the semantics of the credentials (cer-
weak trust model of a fully trusted identity provider. Unlinkability  tificates) and check them for correctneBevocabilityis harder to
cannot be achieved in case of a system with a user having long-time2chieve in the strong trust model due to the unlinkability of trans-
credentials based on traditional signature schemes such as RSA ofClions, that is, a straightforward matching of bit representations
DSA as the credential has to be disclosed in each transaction thus2f certificates on revocation lists cannot work. A mechanism that
making all the transactions linkableSelective releasbuilds on solves the problem are dynamic accumulators [11], that help re-
the very same idea of the identity provider issuing fresh tokens for alize certificate .revocatlon ina setting using the speuall S|gnaturg
every transaction containing precisely the identity information as SCheémes. Sharing prevention can, for example, be achieved by ei-
required by the relying party. Faonditional releasethe identity ther or a combination of the following mechanisms: Binding cre-

provider can provide an encryption of to be conditionally released dentials to a master secret key of the user and mandating appro-
priate protection of this key; binding credentials to the hardware

5This property is only required in the strong trust model. directly or to hardware-bound credentials and never releasing them




[8, 9]; using the concept of all-or-nothing non-transferability that
shares all of a user’s credentials once one credential is shared [11].

[6]

7
4.2.2 Anonymity

Theunlinkabilityis accounted for by the use of the special signa-
ture schemes and their properties of obtaining of a certificate being
unlinkable to its use. Brands’ scheme and Camenisch and Lysyan-
skaya’s schemes in addition allow that the user sglectively re-
leaseinformation of the attributes of a certificate in a transaction
by using zero-knowledge proofs of knowledg€onditional re-
leaseis rather hard to achieve in the anonymous setting without
involving the identity provider in the transaction: The mechanism
of verifiable encryption [13] makes it possible for a user to encrypt
attribute information from a certificate and provide a proof that the
corresponding plaintext actually is the attribute of her certificate.
In addition, a decryption condition can be bound to it as a label of
the encryption.

4.2.3 Accountability

Achievingaccountabilityin a setting with unlinkability and ano-
nymity in a strong trust model with a dishonest identity provider is
much harder than in a weak trust model. Though, it is possible to
achieve it with non-standard cryptographic mechanis@mntext-
bound transactionsan be achieved by using the Fiat-Shamir heuris-
tic for signing contextual information of a transaction and thus
binding it to the transactiorConditional releaseealized by verifi-

[8]

[9]

[20]

[11

[12

[13

[14

[15

able encryption (see e.g., [13]) provides for the possibility to allow 17
recovering identity information of the message originator in case
a defined condition is fulfilled. This does not involve the identity 18]

provider, yet gives the relying party assurance of the user’s identity
being recoverable.
19

5. CONCLUSION el

We contributed to the notion of user-centric identity management
by i) a taxonomy unifying today’s notions, ii) a discussion of the
differences of the two predominant paradigms, and iii) a discus-
sion on mechanisms useful for accomplishing properties described
in our taxonomy. We investigated the idea of how we can have a
universal user-centric system, incorporating the advantages of var-

[20]

[21]

. ° . [22]
ious current approaches. Moreover, we highlighted some limita-

tions of user centricity, and examined how we can go beyond the [23]
notion of user centricity to achieve additional desired properties. [24]

The particular drawback we identified in pure user-centric systems
is the lack of delegation capabilities due to the inherent user-in-
the-middle aspect. The main open research question we raise is
the search for credential-based user-centric systems that cross the
boundaries of user centricity and allow for delegations if requested
by the user. We suggest that our approach in unifying the notions in
user-centricity may be useful for the field of user-centric federated [28]
identity management systems.
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