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ABSTRACT
Federated Identity Management (FIM) allows for securely provisioning cer-
tified user identities and attributes to relying parties. It establishes higher
security and data quality compared to user-asserted attributes and allows
stronger user privacy protection than technologies based upon user-side at-
tribute certificates. Therefore, industry pursues the deployment of FIM so-
lutions as one cornerstone of the WS-Security framework. Current research
proposes even more powerful methods for security and privacy protection in
identity management with so calledanonymous credential systems. Being
based on new, yet well-researched, signature schemes and cryptographic
zero-knowledge proofs, these systems have the potential to improve the ca-
pabilities of FIM by superior privacy protection, user control, and multiple
use of single credentials. Unfortunately, anonymous credential systems and
their semantics being based upon zero-knowledge proofs are incompatible
with the XML Signature Standard which is the basis for the WS-Security
and most FIM frameworks. We put forth a general construction for inte-
grating anonymous credential systems with the XML Signature Standard
and FIM protocols. We apply this method to the WS-Security protocol
framework and thus obtain a very flexible WS-Federation Active Requestor
Profile with strong user control and superior privacy protection.

Categories and Subject Descriptors:H.4.3 [Information Systems
Applications]: Communications Applications

General Terms: Security, Standardization.

Keywords: Security, privacy, federated identity management, XML
Signature Standard, WS-Security, verifiable random function.

1. INTRODUCTION
Today’s on-line transactions require a user to provide her identity

or certain attributes to the service provider. As a prevalent approach
users enteruncertified attributesin Web forms, which implies that
service providers request more attributes than required for the busi-
ness process itself in order to perform a sanity check on the impor-
tant attributes.

Federated identity management (FIM) protocols have multiple
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advantages over this approach: the service provider can obtain pre-
cisely the attributes required by the business process and have a
trusted identity provider vouch for the attributes. Many prevalent
FIM protocols involve the identity provider in each transaction and
have him issue a signed security token that is relayed to the service
provider via the user’s machine. FIM protocols can enhance the
user’s privacy by following the data minimization principle: only
user data required for the service are requested and provided. No
additional, typically identifying, attributes are required for doing
a sanity check as the attributes are certified. Also, FIM protocols
allow for unlinkable transactions. The privacy advantages of FIM
hold in the weak trust model of a fully trusted identity provider.

Research in cryptography lead to even stronger methods for at-
tribute exchange, so calledanonymous credential systems. Their
key property is that theshow transactionis unlinkable to theis-
suance transaction. Newer systems even allow for that a credential,
once obtained, can be used polynomially many times and all the
transactions are still unlinkable. Furthermore, users can release a
subset of attributes certified in a credential. We will refer to current-
day generalizations of anonymous credential systems asprivate
certificate systemsas this characterizes them well due to their basic
principle of operation: Aprivate certificateis obtained once and
then used many times to perform mutually unlinkable transactions.
Overall, anonymous credential systems or private certificate sys-
tems allow for even stronger privacy protection while maintaining
certified attributes being endorsed by a trusted identity provider.

The latest private certificate systems are based on (non-interac-
tive) zero-knowledge proofs of knowledge. This is a very different
mechanism compared to traditional signature schemes used in FIM
protocols. Thus it is not straightforward to deploy private certifi-
cate systems within FIM protocols. The key difficulties in trans-
ferring the zero-knowledge proof semantics to the XML-DSig and
Web Services message are: (1) the zero-knowledge proof must be
securely bound to the WS message, such that only the person com-
puting the proof can have done the binding; (2) multiple such bind-
ings must be unlinkable to each other; (3) the proving party should
not be able to reuse an existing signature key or use a signature key
with multiple different zero-knowledge proofs.

1.1 Contributions
We have two main contributions: first, we present a general

method to securely transfer the semantics of zero-knowledge-proof-
based protocols to XML-DSig keys and signatures. Second, we
sketch how this method can be applied to integrate private certifi-
cate systems—due to its practical importance—into WS-Security



and thus as well into WS-Trust. This enables a new WS-Federation
Active Requestor profile [13, 12] that uses private certificates in-
stead of traditional tokens and therefore leverages all the advan-
tages of the private certificate system. More background is given in
the full version of the paper [4].

1.2 Paper Outline
We structure the remainder of this paper as follows: Section2

sketches the preliminaries for our approach: XML-DSig, WS-Secu-
rity, federated identity management, and private certificate systems.
Section3 contains the construction of our generic method applica-
ble to XML-DSig. Section4 sketches how the generic construction
is applied to WS-Security and thus to WS-Trust and WS-Federation.
We conclude the paper in Section5.

2. PRELIMINARIES
In this section, we provide the background regarding the under-

lying technologies used in our approach.

2.1 Established Technologies and Standards

2.1.1 XML Signature Standard
The XML Signature Standard (XML-DSig) [10] defines how to

do a signature on parts of an XML document or, more generally,
on any Web resource. The standard completely defines the syntax
and also the basic semantics for XML signatures. Without going
into details, a signature’s message is defined by a list of references,
each to a Web resource or part of an XML document. Each referred
to message part is hashed and then the list of digests and reference
information is signed by a traditional digital signature scheme like
DSA or RSA, after applying a hash function.

The XML Signature standard defines only basic semantics for
signatures, that is, the semantics of associating a cryptographic sig-
nature with a message. This semantics in particular includes the in-
tegrity and message authentication properties of the cryptographic
signature. This boils down to the property of only the holder of the
private signing key being able to compute the signature and thus the
signed message parts are protected against unauthorized changes.
Signer authentication is supported by XML-DSig, but out of scope
of the standard. These trust semantics are left to be extended by ap-
plications. Trust semantics are arbitrarily extensible in XML-DSig.

2.1.2 WS-Security
WS-Security [14] is a protocol framework for providing message

security of Web Services messages. In particular, messages can
carry claims expressed by security tokens contained in the message.
Claims typically are statements about the requestor for authenticat-
ing her, or, more generally, to establish the required kind of identity
with the relying party.

The basic mechanism for associating a digital signature with a
Web Services message is XML-DSig. The basic semantics used in
WS-Security is the semantics of XML-DSig (basically, integrity).
Further semantics can be associated to the signature either in a WS-
Security profile or by the applications that further process the mes-
sage. The extensibility of the semantics of an XML-DSig is used
for our method of transferring the semantics of the proof to the se-
mantics of the XML signature.

2.1.3 Federated Identity Management
Federated identity management (FIM) protocols are protocols

between three types of players. Auser, whose identity is to be fed-
erated, together with herrequestormachine, anidentity provider
who vouches, e.g., through issuing certified attribute statements,

for the identity, and arelying party who is the recipient of the
user’s identity. Today’s standardized and established FIM proto-
cols typically make use of signed assertion tokens being conveyed
from the identity provider to the requestor and from the requestor
to the relying party. A prominent example for such a protocol is the
WS-Federation Active Requestor Profile[13]. The latter is based
on security assertions contained in WS-Security messages. When-
ever the identity of the requestor is required, a security assertion is
obtained by the requestor from the identity provider and then re-
layed to the relying party. This allows for the properties thati) the
attributes are certified by the identity provider andii) exactly the
required attributes are conveyed to the relying party. The first prop-
erty providessecurityfor the relying party, the second oneprivacy
for the requestor. However, the privacy only holds under the as-
sumption that identity providers cannot be controlled by the adver-
sary, e.g., in a passive attack in which they collaborate with relying
parties to obtain profile information on the user’s activities.

2.2 Private Certificate Systems
A private certificate systemis a generalization ofanonymous cre-

dential systemsin that more sophisticated statements are supported.
A private certificate system allows for obtaining private certificates
and for using them to make certified claims, both issuing and using
are possible in a privacy-enhancing way. Examples for private cer-
tificate systems are Brands’ system [3] and Camenisch and Lysyan-
skaya’s system [6]. Generalizations of the latter one are also known
asidemix. Contrary to Brands’ system, the idemix system features
multi-show unlinkability.

In a private certificate system, a user obtains private certificates
and can then use them to release attribute information in a polyno-
mial number of transactions and still all the transactions are unlink-
able, unless attribute information allows for establishing linkability.
When using a private certificate for asserting attribute information
to a relying party, anassertionconveying identity information and a
proof of the correctness of the assertion is created using the certifi-
cates the assertion makes statements about. Thus, the verifier can
be assured that the prover has certificates with the stated attributes.
The certificates themselves are never revealed, thus unlinkability
can be reached. The identity provider can beoff-line during the
identity provisioning transaction. The system allows forgeneral
attribute claims, that is, releasing attribute information, to relying
parties. Most noteworthy are the selective release of attributes, the
partial release of attributes, or showing polynomial relations be-
tween attributes of multiple certificates, and verifiable encryption
of attributes (conditional release).[2, 7] The last property allows
for anonymous yet accountable transactions [1].

Private certificate systems cryptographically guarantee privacy
in a strong trust model, that is, no honest identity provider is re-
quired: even if the adversary obtains the transaction transcripts of
all identity providersandall relying parties (collusion), the transac-
tions can still not be linked unless attribute information allows for
this. In FIM protocols the user’s privacy can be attacked by tracing
the user’s transactions over multiple service and identity providers
in this strong model, though FIM protocols protect privacy in the
weak model of an honest identity provider.

Private certificate systems can not be easily fit into currently
deployed FIM protocols such as WS-Security as those protocols
typically rely on the stable and well-established XML-DSig stan-
dard for certifying claims. This standard has been built around the
concept of traditional signature schemes such as RSA or DSA. As
the idemix protocols are technically different—they are based on
zero-knowledge proofs—they cannot be used as another signature
scheme unless the standard’s explicit and intended semantics is ex-



tremely widely interpreted and at some points violated.

3. GENERIC CONSTRUCTION
This section provides a generic construction for transferring the

semantics of a non-interactive zero-knowledge-proof-based proto-
col for making certified claims, for example a private-certificate-
based proof protocol, to an XML-DSig public key and thus to a
signature computed with the corresponding private key. This con-
struction generalizes to any conceivable signature standard with
comparably extensible semantics.

3.1 Security Properties
Our security model does not require the signer to be trusted.

Therefore, we enforce through the protocol that the signer either
chooses the temporary signature key faithfully according to the
protocol or that the verification of the signature fails. In particu-
lar, we require that the signer chooses a pseudo-random and fresh
temporary signature key pair for each single signature to which the
semantics of a zero-knowledge-proof-based protocol for proving
correctness of an assertion is to be transferred.

These properties of the signature key are very important as a ma-
licious requestor may otherwise attempt to use a temporary signa-
ture key multiple times, mis-bind keys of other principals, or bind a
single key to multiple zero-knowledge-proof-based authentications
and thus exploit potential vulnerabilities. The following list sum-
marizes the properties of our construction:

(a) The party creating the signature has performed the zero-know-
ledge proof for proving the correctness of the stated asser-
tion. For the example of a private certificate system, this
means that the signer has private certificates that fulfill the
assertion.

(b) The party holds the private DSA keyKs that corresponds to
the public DSA keyK.

(c) The DSA key pair(Ks, K) is pseudo-random and freshly
generated for the zero-knowledge proof and security context
associated with the signature.

(d) Multiple messages with the same assertion are unlinkable if
other parts of the message and the assertion do not establish
linkability.

Note that items (a) to (c) account for the security of the relying
party, whereas (d) accounts for the privacy of the requestor.

3.2 Construction
Our construction binds claims from the assertionA that are pro-

ved by a non-interactive zero-knowledge-proof-based mechanism
to atemporary signature public key. The corresponding private key
can be used to create XML signatures with semantics extended by
the proved claims.

For each statement made with the zero-knowledge-proof-based
mechanism, we guarantee that a new temporary key pair is freshly
and pseudo-randomly generated. We enforce that the requestor
chooses this key pair faithfully by generating it and a proof of its
correct generation by means of averifiable pseudo-random func-
tion. This model is natural for our setting as the one-timeness of
keys is required for the unlinkability of transactions and there is no
need for the requestor to choose a key itself.

The construction requires three new token types: anassertion
tokenÃ, aproof tokenp̃, and atemporary public key tokeñK. The
temporary public key token is associated with claims regarding the
key pair’s properties and faithful generation. The assertion token

provides additional claims—in case of using a private certificate
system, claims about a user’s attributes—that are associated with
the key pair. Finally, the proof token holds a two-fold proof for
those claims: on the one hand, the properties and faithful genera-
tion of the keys are proved; on the other hand, the additional claims
made in the assertion are proved.

We assume for the algorithms that the signer has all private and
public parameters required to perform the non-interactive zero-kn-
owledge proof for the correctness of the assertion. See [7] for what
is required for a private certificate system. We assume that the ver-
ifier has all the required public parameters.

As our construction utilizes averifiable random function(VRF)
to generate a temporary DSA key pair, we briefly give the intuition
behind this cryptographic mechanism. Intuitively, a VRF is much
like a conventional pseudo-random function, with the difference
that it additionally generates a proof that the pseudo-random value
has been properly generated. A function familyF(·) is a family
of VRFs if there exist algorithms VRFGen, VRFProve, and VR-
FVerify such thatVRFGENx(1k) outputs a pair of keys(y, x).
VRFPROVEx(m) computes(Fx(m), px(m)) whereFx(m) is a
pseudo-random value andpx(m) is the proof of correct generation
of this value.VRFVERIFYx(m, K, p) verifies a proof with respect
to its corresponding value. We use a VRF based on the one of Dodis
and Yampolskiy [9], but use a zero-knowledge proof as a correct-
ness proof. The function has been proved to bepseudo randomin
the generic group model [5].

Subsequently, we describe the setup algorithm and our construc-
tion for generation and verification of an XML signature. Thesig-
nature generationoperation is performed by the signer, then the
signed message is provided to the verifier who performs thesigna-
ture verificationoperation.

3.2.1 System Setup
The following algorithm generates the public parameters of the

system. The created values are distributed to each system partici-
pant. Note that(p, q, g) defines a VRF familyF(·).

Algorithm Setup
Input: Bit lengths for the public parameters. Those are to be cho-

sen such that the generated parameters(p, q, g) can be used as
public parameters of a DSA signature scheme.

Output: Public parameters(p, q, g).
1: Generate a prime orderq cyclic groupG: Generate a primep

and a primeq such thatq|(p−1). Generate a generatorg of G.
2: return (p, q, g)

3.2.2 Signature Generation
The following algorithm is used to create a signature with the

semantics of a zero-knowledge-proof-based protocol transferred to
the public key and the signature. Note that the security contextctx
contains any security-relevant context information such as time or a
challenge. This depends on the application the construction is used
for.

Algorithm Sign
Input: Items required for creating the non-interactive zero-know-

ledge proof of knowledgepA and the assertionA (see [7] for
an example); system parameters(p, q, g); the contextctx ;1 a
Web Services messagẽµ.

Output: Signed messagẽµ∗.

1To prevent replay in the setting of Section4, a time stamp or a
challenge can be contained inctx .



1: Create a new verifiable random functionF(x,y) from the func-
tion family F(·): Choose the secret keyx of F(x,y) asx ∈R

{1, ..., q}. Compute the public keyy of F(x,y) asy := gx.
2: Compute the non-interactive zero-knowledge proofpA for the

correctness of the assertionA with the public keyy of F(x,y)

as input to be signed by using the Fiat-Shamir heuristic [11].
3: Let m be defined asm = H(A||pA||ctx ), with H a crypto-

graphically strong hash function.
4: Compute the temporary signature public keyK by computing

the algorithmVRFPROVEx(m) of F(x,y) on inputm. Thus,

K is computed asK := g
1

x+m
(mod q). The invocation of the

algorithmVRFPROVEx(m) in addition computes the follow-
ing non-interactive zero-knowledge proof of knowledgep′K to
prove thatK has been computed correctly usingF(x,y), speci-
fied using Camenisch and Stadler’s approach [8]:

SPK{(α, β) : y = gα ∧K = gβ ∧ g = yβgmβ}(ε)
This non-interactive proof shows thatK has been computed
according to the protocol. The variableα maps to the signer’s
secretx andβ to the signer’s secret 1

x+m
(mod q). ε is the

empty string.
5: The temporary secret keyKs is Ks := 1

x+m
(mod q).

6: Construct the XML tokeñA from the assertionA.
7: Construct the XML tokeñp from the proofspA andpK :=

(p′K , y).
8: Construct the XML tokenK̃ from the public key token con-

tainingK.
9: Construct the XML tokeñµ′ comprisingµ̃, the assertion token

Ã, the proof tokeñp, and the signature public key tokeñK.
10: Create an enveloped XML signatureσ̃ overµ̃′.
11: Insert the XML signaturẽσ into the messagẽµ′ yielding µ̃∗.
12: Returnµ̃∗.

Note that there are different possibilities to define the XML to-
kens for the cryptographic elements of our construction, for exam-
ple, tokens can be aggregated into one token in order to better fit
the overall processing at hand. Also note that if done properly, a
non-enveloped signature can be used, covering all elements such
that the security properties are retained.

A major benefit of our approach is that the XML-DSig library
being used can remain completely unchanged.

3.2.3 Signature Verification
The following algorithm is executed by the verifier of the XML

signature.

Algorithm Verify
Input: Items required for verification of the proofpA (see [7] for

an example); system parameters(p, q, g); the messagẽµ∗; the
contextctx .

Output: true if and only if the basic signature validation of the
extended-semantics signature has been successful, otherwise
false.

1: Extract the signature elementσ̃, the public keyK̃, the proof
p̃, and the assertioñA, from the messagẽµ∗ by following the
respective references.

2: Computem asm := H(A||pA||ctx ).
3: Verify the correct generation of the temporary public signa-

ture key by computing VRFVerifyy(m, K, p′k): This algorithm
verifies the correctness ofK using the non-interactive zero-
knowledge proofp′K .

4: if verification ofpK in the previous step succeedsthen
5: Verify the non-interactive zero-knowledge proofpA with re-

spect toA and y. This is done following the used non-
interactive zero-knowledge proof system.

6: if verification ofpA succeedsthen
7: Verify σ̃ on µ̃∗ with K.
8: if verification ofσ̃ succeedsthen
9: RETURNtrue

10: end if
11: end if
12: end if
13: return false

3.3 Discussion
We motivate why the construction fulfills the security properties

stated in Section3.1.
The following holds: (1) The proofpA allows one to prove the

assertionA, for example, to convey endorsed user attribute infor-
mation in case of a private certificate system. (2) The verifiable
random functionF(x,y) comprisingx and the commitmenty to x
is chosen freshly in each new execution of the protocol. This is
required for the unlinkability of multiple transactions by the same
party. (3) Binding the functionF(x,y) to the proofpA by signing
the commitmenty with the proof using the Fiat-Shamir heuristic
securely bindsF(x,y) to the proof. This prevents anyone who can-
not compute the proofpA from creating the overall signed message.
(4) The temporary key pair(Ks, K) being computed via the verifi-
able random function frompA, A, andctx is a DSA key pair used
for binding the zero-knowledge proof to the signed message. The
discrete logarithm nature of the DSA signature key pair allows for
the application of the chosen verifiable random function from the
family F(·) for its generation.

From (3) and (4) it follows, that the party having computed the
zero-knowledge proof for the correctness of the assertion has cre-
ated the temporary signing key pair and thus holds the secret key
(Property (b)).

Property (c) is achieved as follows: The use of the verifiable ran-
dom functionF(x,y) in (4) assures thatK is pseudo randomly de-
rived from the proofpA. The key pair(KS , K) is freshly generated
in the sense that it has been generated as a random function of the
zero-knowledge authentication statementpA. Furthermore,pA is
guaranteed to be different whenever a new zero-knowledge proof
protocol is executed, unless the requestor deviates from the pro-
tocol and reuses randomness in the zero-knowledge proof which
would make her linkable immediately. Note that the requestor is
prevented from choosing the key pair in a way deviating from the
algorithm due to the verifiability property. Many applications of
XML-DSig allow the security context to be different in each ex-
ecution of the protocol, e.g., by including the current time or a
challenge from the relying party, thus strengthening the freshness
property.

The unlinkability property (Property (d)) follows from (1), the
unlinkability of the proof, and (2), the freshly chosen functionF(x,y).

Property (a) follows from (1) to (4) above, where it would not
be necessary to generate the verifiable random function freshly to
achieve (a).

The private keyKs remains, of course, secret to the prover and
computing it from the values known to the relying party is compu-
tationally intractable.

3.4 Semantics
The temporary public key token has the semantics that the con-

tained public key and corresponding private key is freshly gener-
ated frompA and a security contextctx without the possibility of
the requestor choosing either part of the key pair. Additionally, fur-



ther claims proved by a proof token referenced from the key token
and specified by the assertion token are associated with the tem-
porary key. The semantics of the reference in the public key token
does not restrict in any way whether one or multiple tokens are used
to contain the proof and further claims. The public key token ref-
erences the proof with the semantics of the proof being a proof for
the claims about the key properties and additional claims carried by
the assertion and being proved by the proof being associated to the
temporary key.

This immediately gives rise to the new comprehensive semantics
of the temporary signing key by the combined semantics of the key
properties and the identity claims regarding the key holder associ-
ated to the key as stated in the assertion. This semantics transfers
to the signatures that are made with the temporary key. A signature
represents a proof of possession of the private key corresponding to
the public key and thus securely binds the claims associated to the
public key to the signed content.

For the application semantics this means that the party signing
with the secret key associated to the public key provably has the
properties as stated in the assertion.

4. CONSTRUCTION FOR WS-SECURITY
Using the generic construction for XML-DSig as defined in Sec-

tion 3, we sketch in this section how to transfer the semantics of
a non-interactive zero-knowledge-proof-based protocol, such as a
private certificate system, to WS-Security. The construction fulfills
the same basic properties as the generic construction in Section3.

The construction provides for a secure binding of the semantics
of the zero-knowledge-proof-based protocol to the WS-Security
header and thus to the whole Web Services message. This bind-
ing is achieved by leveraging our basic construction of Section3
and transferring the semantics of the zero-knowledge-proof-based
protocol to the WS-Security message with the XML signature of
the basic construction used as an enveloped signature over the Web
Services message.

4.1 Construction
There are different ways in terms of syntax and semantics to do

the construction for WS-Security. Every method conceptually re-
quires anassertiontokenÃ, a proof token p̃, a temporary public
key tokenK̃, and an XML digital signaturẽσ. The constructions
mainly differ (1) by the chosen syntax of the constructs and (2) by
merging of certain tokens and only exposing the merged tokens and
their (more comprehensive) semantics to the WS-Security process-
ing algorithm.

The commonalities of all constructions are the following: WS-
Security-conform tokens have to be used to smoothly extend WS-
Security. The tokeñK is referenced from̃σ using the WS-Security-
definedSecurityTokenReference referencing mechanism [14]
that extends the semantics of the XML signature with the semantics
of the referred to token. The tokens̃K, Ã, andp̃ contain appropri-
ate references to each other in order for a token referencing an-
other token to include the semantics of the referenced token. The
temporary private keyKs is used for making an XML signature,
preferably—for security reasons—an enveloped signature over the
full message.

4.2 Semantics
The semantics of the generic construction of Section3 applies

to constructions for WS-Security in addition to the WS-Security-
specific semantics as outlined next.

The assertioñA makes claims about the message producer and
relies on the proof tokenpA contained inp̃ to prove those claims.

The temporary key tokeñK contains the signature verification key
K. The key semantics is that the key is temporary and freshly and
randomly generated, but this semantics is not endorsed by the to-
ken itself, but by a referenced token. The referred to token also
provides further third-party-endorsed claims through the proofpA

and the corresponding assertioñA it references or is being refer-
enced from. The signature with the temporary private keyKs is a
proof of possessionof this key. The signature is also aclaim con-
firmation as it can only be performed by the holder of the private
key. This claim confirmation immediately leads to a cryptographic
binding of the claims to the Web Service message.

5. CONCLUSION
Our approach of using a temporary signing key pair with cer-

tain properties, seems to be the only feasible one within the fol-
lowing requirements: (a) not to change the XML-DSig Standard
as it is already stable and changes towards zero-knowledge proofs
may complicate the XML-DSig semantics beyond manageability;
and (b) not to resort to an extremely wide interpretation of stan-
dard parts beyond its original intensions and even to violations of
its intended semantics. To our judgment both requirements are
mandatory to guarantee a wide acceptance and secure deployment
of XML-DSig-based protocols employing private certificate sys-
tems.

Our extensions of XML-DSig and WS-Security uses well-defined
extensibility points and are orthogonal to the standards. That is, all
existing XML-DSig and WS-Security deployments may stay un-
touched. Thus, our extensions compose seamlessly with the se-
mantics of the existing standards and, therefore, promote an easy
application in an industrial WS-Security environment.
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