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Abstract

The standardized OASIS Security Assertion Markup LangSgeéviL)
has become one of the most deployed frameworks in fedemdéatity man-
agement even though it focuses only on single sign-on. Arisgrédustry’s
pursuit of the reduction of user-management costs and iegatist-efficient
deployment because of its browser-based profiles, SAML lis\uzal to be-
come widely used soon. With the revision to Version 2.0, eisflg SAML's
browser/artifact profile has gained new security measusésating old vul-
nerabilities. We analyze this profile and focus on the probtd artifact
information flow. We devise a concrete exploit to demonstthte impact
of this problem. We address this problem by a new browsédettpro-
file called Janus. The innovation is to split the artifacbitwo independent
shares that have different information flow in a standard brelwser. This
new method defeats artifact information flow efficiently gt relying on
assumptions on the artifact lifetime.

1 Introduction

One of the recent advances of access control and user manageodunttp was
the introduction of federated identity management proposals such as thetysec
Assertion Markup Language (SAML) [17]. Industry expects a dranraticiction
of user management costs from federated identity management by savpagsin
word helpdesks, user management, and user deletion.

SAML features browser-based profiles that only rely on a standatd we
browser to carry out identity federation, e.g., by means of single sigrifbese
protocols complement the general advantages of federated identity magraige
solutions with the property of being zero-footprint. This means that do etot r
quire the installation of additional client software and are, thereford;aftisient
to deploy. However, designing secure protocols with a standard wetsbras
the client is not trivial. One of the major challenges of this protocol class ts tha



the browser is not aware of the protocol it participates in. The browaeakpre-
defined behavior, reacts to predefined messages and generatesatidorflow

both to the underlying operating system and to communication partners. Each o
these properties may put a protocol’s security at stake. In particutagqmis that
transfer confidential information through a browser’'s URL are endgatby this
protocol-unaware behavior of a standard web browser. In this peygeanalyze

the browser/artifact profile of SAML, a prominent example of this protatass.

It leverages the browser redirect URL to transfer a random referéma user’s
credential, the so called artifact, to a service provider.

The SAML V1.1 Web SSO Browser/Artifact Profile [17] was already anedy
by [7] and suffered from some problems introduced by a standard welsbr
as client. In the meantime, SAML has advanced to Version 2.0 [18] and devise
also this profile, repairing most of the problems discussed in [7] and disgus
the improvements in an SSTC response [15]. The structure and naming in the
standards has also slightly changed, hence the corresponding pr@tdte ter-
minology of security protocol research) is now the SAML V2.0 Web Brawse
SSO/Response/Artifact Feature.

In the meantime, research on federated identity management protocols and in
particular browser-based protocols has also advanced. MicrassspBrt [16] was
the first protocol to be analyzed. Its detailed analysis by [13] also dieduis-
herent problems of browser-based protocols. Inherent probletmowaker-based
client authentication were also discussed in [5] independent of thedfialeras-
pect. Liberty [14] is an identity federation protocol that is based upon BEAM
V1.1, however, has also influenced the development of SAML V2.0. Wesdes
in the original version of the Liberty enabled-client profile were found18} and
repaired in subsequent Liberty versions. Shibboleth [4] is a fedeidgatty man-
agement solution for universities also based upon SAML. Researchktal$ed to
provide positive security statements for federated identity management@ito
a profile of WS-Federation [12] was analyzed first by [8] based upprdown
assumptions and without a detailed browser model. Very recently a geneta mo
for the analysis and security proofs of browser-based protocolgpregmsed [9]
that is to be used for more in-depth proofs such as [10]. Howeveeg th&0 posi-
tive statement for a browser/artifact profile such as the SAML V2.0 WelwBer
SSO/Response/Artifact Feature yet. Research in this area is complemeited b
tool-supported analysis of standards such as in the Web Servicesatigysvith
[6, 3, 2] and the original SAML V1.1 [11]. The inherent problems of nibde
Web Services and identity federation protocols with Dolev Yao-alike atigirec
were pointed out in [1]. However, protocols involving a standard welwber were
not considered by the tool-support approach.

Our Contribution. We analyze the security measures newly introduced by version
2.0 into the browser/artifact profile of SAML [18, 15]. We discuss theeggen
security goals for the profile and their impact on the SAML specification. diep

out the still existing problem of artifact information flow and construct accete



exploit for a specific scenario to demonstrate its impact.

Furthermore, we turn to the general problem of information flow of SAML
artifacts through a standard web browser. This problem is inherent tohbke
protocol class with artifacts and may compromise the protocol security: ilich va
artifact flows to an adversary, the adversary may impersonate thesponding
honest user. For instance, [7] proposed an attack based uponemnsay provok-
ing information flow of an artifact through the browser’'s Referer tagrré€hily,
there is no solution that fully solves this problem. Though the SAML V2.0 Web
Browser SSO/Response/Artifact Feature strengthened the protectiomsiaguch
attacks by introducing a one-time request constraint at the service proitidan
still be compromised by information flow of the SAML artifact. The potential re-
sulting damage is only reduced by recommendations about the artifact’s lifetime,
assumptions about the clock skew between protocol principals, andabeniag
that an adversary cannot cause too much harm within that timeframe.

We discuss solutions to this problem that do not rely on timing assump-
tions. Furthermore, we devise a new variant of the SAML V2.0 Web Browse
SSO/Response/Artifact Feature that renders a potential artifact infonmféow
via the Referer tag unusable by an adversary. We do this by splitting a SAML
artifact into two independent shares that produce different informdlbonin a
standard web browser. Thus, we introduce a completely new apprdadhénop-
tions for solving the artifact information flow problem that does not rely on @min
Its advantages are that it uses neither additional messages in mostraktg)s
does not introduce new latency into the profile, nor storage-expenmasures
like artifact blacklists.

Outline. We begin our discussion of the SAML V2.0 Web Browser
SSO/Response/Artifact Feature with a protocol overview in Section 2.s€bifon
introduces our notation for the elements of the SAML message standardl as we
for the corresponding protocol meta-data. We complement this section with an
tabular overview over SAML as multipart standard in Appendix Section Anl. |
Section 3, we define authenticity as our main security goal for identity federa
protocols and SAML in particular. Given this basis, we analyze concesterity
properties of SAML V2.0 Web Browser SSO/Response/Artifact Featufgent
tion 4, where we focus of the artifact information flow as main source oeralwil-
ities. This analysis motivates the introduction of a new SAML profile calledslanu
in Section 5, which leverages the abstract idea of using two artifacts thdgs

a different information flow in a standard web browser and is complemented b
security and an efficiency analysis.

2 Protocol Overview

In this section, we give an overview of the SAML V2.0 Web Browser
SSO/Response/Artifact Feature. SAML is a multi-part standard for whizchav
note the most important parts for our analysis in Table 2 of Appendix Sectibn A



According to the SAML conformance specification, the combination of pro-
file, message exchange and a selected binding is termed a SAML V2.0 feature
This corresponds to a security protocol in the classical sense ofitya@search.
However, for a security analysis one has to remember that an advenggytry
to replay message parts from one protocol in another. Furthermorehamt®o
remember that several steps in the protocol are not concrete algorithtranlp
described by certain values to be generated and constraints on them. Sjnfi&arly
messages do not have one specific format, but a range of possiblegositta
constraints.

2.1 Notation

We assign identifiers to variables like identities and different URIs. We tdeno
SAMLU's unique identifiers for entities as defined in [18, Metadata, Sectidrip

by id: for identity providers anddp for service providers. Likewise, we denote
unique user identities as registered with identity providersday If a variable
occurs at several participants, we prefix it with the participant whose wie dis-
cuss. E.g., the assertion consumer service URF of a service provideP in the
view of this service provider i®.ACS while the view of the identity provider

of this URI in a SAML protocol run id.ACS. We also use the dot notation for
elements of structured messages, eug.,handle for the handle field in an artifact
art. By e we denote that such a parameter is not present. We use the notation
U(Params) to denote a URIU augmented by a list of parameteParams en-
coded in its querystring. The predicatantrols(:d, URI) states that the participant
with identity id controls the URIURI. This is a meaningful (although not fully
specified) statement for SAML by the assumption that all participants in SAML
have unique identifiers and that one can evaluate whether an addiesgso® a
participant.

2.2 Protocol Steps

Figure 1 summarizes the SAML V2.0 Web Browser SSO/Response/Artifaet Fe
ture. As indicated in the figure, we show the simpler redirect binding for the re
guest, and the entire request phase is optional. We only show those persaamsl
constraints that will be most important later.

In Step 2, the service providérrequests a single sign-on authentication from
the identity providet. This is done by means of a SAML AuthnReq message that
P includes in a redirect response. The service provider sdndgnReq via the
browser to a single sign-on service addr8S¢ of a desired identity provider with
identity idi. Its most important parameters afguer, the request issuer, and a
request identifiedD. The only constraint is that the service provider has to set the
issuer parameter to its own identiiyp.

In Step 4, the identity provider identifies the user by some means. We call the
resulting user identitydu.
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Figure 1: SAML V2.0 Web Browser SSO/Response/Artifact Feature

Then, for Step 5, the identity provider generates an artidactand redirects
the browser back to the service provider. In our case, the artifact cegblan
a query string parameter namei M Lart, other profile variants place it in a
hidden form control. The identity provider addresses this redirect to skera
tion consumer service URACS of the service provider indicated in the request;
recall thatACS(art) denotesACS plus the artifactart encoded in the querys-
tring. The values no-cache and no-store in this message refer to Cacties!
and Pragma header fields. [18, Profiles, Section 4.1.3.5] stresseselidéitity
provider MUST have some means to establish that [the assertion consumer se
vice] is in fact controlled by the service provider, which we model by tleeljzate
controls(idp, ACS).

In Step 7, the service providé opens a secure back-channel to the identity
provider and asksfor the assertion corresponding to the artifact; this is done in
an ArtifactResolve messagértResolve. The functionlookup models the lookup
of an artifact resolution service addred®S under thesource_id of an artifact.

It is supposed to guaranteentrols(idi, ARS), but does not directly specify how
to fulfill this constraint. The profile and the artifact binding prescribe muual
thentication, integrity protection, and confidentiality for Steps 7 and 8, atfd bo
state that this can be done by signing or by binding-specific measurestfteer
lower-level binding for these steps is meant, e.g., using SOAP). We wilhassu
that this authentication refers to the identitigs andidp; certainlyl has a local
view l.idp of the service provider’s identity associated with the artifagt from



before Step 5P can usenrt.source_id to look upids.

SAML poses several requirements on the RespoRse element within
ArtResponse in Step 8. It is required that the issuer of the response and all
assertions included match the identity provider, thaRis.Issuer € {idi,c}
and assert.Issuer = idi for every assertiormssert in Res. Furthermore, there
must be at least one assertion, sayert*, that contains an authentication state-
ment, and that has subject confirmation metthedrer and the assertion con-
sumer URL as recipientgssert*.recipient = ACS. Furthermore, if there was
Step 3, then the Step 8 message must match the identifier of the Step 3 message:
Res.InResponseTo = AuthnReq.ID.

There are lifetime and one-time use properties associated with artifacts and
assertions which we will describe and analyze in Section 4.

3 Security Goal: Authenticity

In this section, we define authenticity as the main security goal of the SAML V2.0
Web Browser SSO/Response/Artifact Feature.

Authenticity means that if a service providethas finished a SAML
protocol run successfully, then it can be sure that its communication
partner is a user with a certain received user identityand certain
attributesatt at identity provided.

In order to model this security goal, we clarify the meaning of three statements:
(i) Who is the service provider's communication partner considered tHafTES

does not provide client authentication? (ii) How is the user identityderived?

(i) What does a successful protocol run imply?

As the service providdP has no means to determine “its communication part-
ner” before the SAML protocol run, we refer to the secure chanméRlhas with
that partner. A unilaterally authenticated channel like SSL or TLS onlyaguees
that there is one fixed communication partner, but not the client’s identitye¥¥e r
to the channel by an identifietid.

The user identitydu is derived from the assertiarssert™ retrieved in Step 8in
Section 2.2. For simplicity, we assume tRaderivesidu from the subject identifier
in this assertionassert™. Subject.

Thus we model the successful termination of a SAML protocol run by mubu
(accepted, cid, idu, att), which binds the user identitidu to the secure channel
identified bycid.

We make the authenticity definition for one given service provider and one
given identity provider. Though not explicitly specified in SAML, we caslase

This constraint, however, cannot be verified in practiceP ifeceives a responsBes with
Res.InResponseTo # ¢, thenP should check that there exists a validithnReq of P issued to
1di with Res.InResponseTo = AuthnReq.ID.



that the different principals have means to enforce the SAML constraiust a
identifier and URI uniqueness and addressing, which we call setus. Wévefine
the informal authenticity statement of the beginning of this section as follows:

Honest principals. P is an honest service provider andits honest identity
provider. U is an honest user with correct browdgwho has the identity
idu at the identity providel.

Setup execution.U, P, andl have executed setup according to SAML 2.0.

Condition for authenticity. IF the service provider P obtains an out-
put (accepted, cid, idu, att) from the SAML V2.0 Web Browser
SSO/Response/Artifact Feature, . ..

Authenticity claim. ...THEN the secure channel with channel identifigd is
indeed a channel with the honest usewith identity idu (unless the user
authentication and tracking &f atl is compromised by other means).

4 Analysis of Selected Security Measures

In this section, we analyze selected security measures added to SAMLAM.0 |
Bindings, Security Consideration] and described in the SSTC respabke\fve
focus on the information flow of SAML artifacts. SAML has designed thig par
of the artifact binding carefully and taken several precautions aggiissprob-
lem. These precautions provide good protection against information floekatta
on the SAML artifact known in prior literature. However, this protection sifa
all browser/artifact profiles known) not perfect. Spotting a weakimresise well-
elaborated harness of security measures is not trivial. Therefofisivehed light
on different aspects of the problem and corresponding security mesasol order

to allow developers of future SAML or other profiles to understand thatadges
and disadvantages of the different security measures. Then we wirste at-
tack exploiting different aspects of SAML to circumvent the security messsur

a specific scenario. We do this for the purpose of demonstration thatdteion
against artifact information flow is still not perfect and as motivation thatreeeds

to look at further measures to solve this problem once and for all.

4.1 One Time Request Property

An important security measure for the SAML artifacts is the so-called one-time
request property of the SAML artifact: the identity provideenforces that an
artifact may only be used once to obtain an assertion. If the identity provider
sees the artifact a second time it will behave as if it does not know the artifac
This property provides protection from replay attacks. However, f@ppsed to
interrupt the channel between service proviBesind identity providet in order

to prevent an artifact from being invalidated. A counter-measure geapby [7]



and adopted by SAML V2.0 is the provision of checks of the one-time réques
property by the service provid®. SAML V2.0 uses a variant of this proposal, in
which the service providdP puts an artifact on a blacklist only if “an attempt to
resolve an artifact does not complete successfully” [18, Bindinggjd®e8.6.5].
This measure defeats the so-called Referer attack of [7]. Howeveestmbt cope
with arbitrary information flow of valid artifacts to an adversayWe consider a
specific scenario that defeats this security measure in Section 4.3.

Recommendation. Step 8 of the SAML V2.0 Web Browser
SSO/Response/Artifact Feature must have the postconditionathairtifacts
that the identity provider sent out in Step 5 are invalidated either in the vidw of
or the view ofP. One way to reach this goal is that the service provRieuts all
artifacts seen on a blacklist; however, this is costly in terms of state spacélto ho
at P. Alternatively,| can explicitly confirm the invalidation of SAML artifacts in
its Step 8 response . ThenP puts all artifacts seen and not confirmed to be
invalidated on its own blacklist; consequently all artifacts are put on the lidack

if communication fails or the artifact resolution was unsuccessful.

4.2 Artifact Lifetimes

The SAML V2.0 Web Browser SSO/Response/Artifact Feature uses teli$b-
time of the SAML artifacts as an additional security measure. The lifetime is spec-
ified as a few minutes, where identity providers and service providerddhave
clock skews of at most a few minutes [15, Section 1.3.4], [18, Securitysidon
eration, Section 6.5.1]. We believe (and so, we think, do the SAML desgner
that timestamps as freshness measure are a suitable heuristic to preigeritatc
disclosure of a still valid artifact, however, if a determined adversary tinibseak

a SAML protocol run of a specific user, several minutes are enough tiche 0.
Therefore, we see timing as a complement for other security measuresnymeg,
does not guarantee security. Instead, we prefer to base securitinan@evention

of information flow of the artifact beyond the sphere of influence of tiweqmol.

Recommendation.Do not rely on artifact lifetime as a primary security argument
of a browser/artifact profile. Render information flow of the artifactdrey the
protocol run itself impossible.

4.3 Accumulating Artifacts

The SAML security analysis [7] noted the possibility of an adversary modai-
ing multiple artifacts in a Step 6 redirect to the service provider. How may this
possibility affect the protocol’s security? The SAML specification onlyspribes
service providelP to send the (one) artifact to the identity providgd8, Core,
Section 3.5.1], [18, Bindings, Section 3.6.5]; SAML does not containipians
for handling URLs with multiple artifacts. Thus, accumulating multiple artifacts
in a request may leave valid artifacts around. This leaves the adversapptibn



to get hold of those artifacts that were not invalidated. However, noretaex-

ploit based on this idea was contained in [7]; in particular it mentioned only the
possibility that a malicious service provider can accumulate valid artifacts in the
URL by executing Steps 3-6 repeatedly. However, these artifacts wsredgor

the malicious service providér* and will only lead to assertions acceptedRiy

and thus do not threaten authenticity by themselves.

Instead, we will now use these artifacts as a disguise for a valid artifaanhfo
honest service provider. We devise a concrete exploit as followsud.eassume
a scenario where an adversdtyvants to get access to an honest service provider
P impersonating an honest udér First A makes up some artifacts-¢; with the
parameters used by the identity provitiésr collects them by repeatedly executing
Steps 3 to 5 with). In addition,A contactsP in the role of a user in order to make
issue an AuthnRequedtuthnReq. Now A redirects the browses of userU to the
identity providerl; for this A must either intercept an unprotected Step 1 message
or be contacted by in the role of a service provider. In this redirect, it includes
AuthnReq from P, and all the accumulated artifacist; in the querystring.

| will issue an artifactart valid for P and redirect the browsd$ to P. The
postcondition of this flow that defines the scenario to be one where the athalck
is that the redirect target URKL CS is augmented by the accumulated artifaots
as well asart.

In Step 6,P now chooses one artifact from the URI, where SAML does not
define which one. Moreover, the artifact format does not alfoto distinguish
which artifact was indeed issued for it. Therefore, we can assume #ratekists
a combination of identity providdrand service providelP where the probability
that| puts the artifacturt issued forP at a different position than that one from
which P takes the artifact is not negligible. Whenever this happens,H.picks
an artifactart;, thenP and| both invalidateart; and notart. The valid artifact
art can flow toA by means of, for instance, a browser Referer tag. Thean
impersonatd) at P. For completeness, the scenario up to the leakage-iofs
shown in Figure 3 (Appendix A.2).

Discussion.Is such an exploit realistic? To answer this question we need to check
on the one hand how browser and servers react upon having multigleetars
with the same name in a URL's query string. We checked by experiment that (i)
both entities accept such input and that (ii) different servers havereift heuris-
tics which element to choose from the querystring (see Appendix, Sect8)n A

On the other hand, the postcondition defined above is only fulfilled if the imple-
mentation of the identity provider’s single sign-on service copies the paresiete
the querystring o650 in Step 3 into the redirect targetC'S. In SAML, the exact
format of those URLSs is not specified, thus, an implementation doing so is-beha
ing according to the specification. Still, the question arises whether argnaale
implementation might behave this way. Firstly, we note that identity federation
systems are mostly not stand-alone solutions, but embedded in a larges ecne
trol and identity management environment. Therefore identity federatidarsgs



have a natural selection of solutions that are compliant with the accesslcamtr
vironment. Secondly, we observe that there are access control sy$iaimse
guerystring parameters internally. One example is the dynamic URL addyessin
of resources, which dispatches requests depending on valuesrgéujung para-
meters. Another example is the enrichment of the URL querystring with a sessio
id and user attribute parameters. An identity federation system not farward
qguerystring parameters when redirecting a browser may hamper otlotiofuad-

ity of its environment, which may lead architects of those systems to come to a
design decision to copy querystring parameters where allowed.

Recommendation.A SAML deployment must be capable of handling all sorts of
message formats, especially messages that contain multiple artifacts. Weeropo
that either identity providers control that no artifact is already includeddguests
issued to them in Step 3, or service providers are extended by rules hamdbte

and invalidate multiple artifacts in Step 6.

5 The SAML Web Browser SSO/Response/Janus Artifact
Feature

It is crucial to prevent information flows of a valid SAML artifact througlstan-
dard web browser. Even more so, we would like to devise an option thdgrean
artifact misdelivered useless for an adversary by construction. Isdigison, we
construct a profile and binding of SAML, i.e., a feature in SAML terms, tlaat c
tolerate certain misdelivery of SAML artifacts. We call it the Janus profit®et

ing to the homonymous god of the Roman mythology, the gate-keeper, ot] as fu
feature name, the SAML Web Browser SSO/Response/Janus Artifacir&ea

Janusis the Roman god of gates and doors (ianua), beginnings and
endings, and hence represented with a double-faced head, ea€eh look
ing in opposite directions.

Our profile is based on the idea to issue two artifacts instead of one, whehe e
artifact produces a different information flow within a standard web beswfol-
lowing the Janus metaphor, we want the adversary to be able to obsezve on
face of Janus, yet not both. Thus we include one artifact in the UM #d
which the browser is redirected byas the standard SAML V2.0 Web Browser
SSO/Response/Artifact Feature does. However, we include a sextiacdtan the

last user authentication URI &f The browser will potentially include this second
artifact in the Referer tag of the Step 6 request to the service proRidels cru-

cial to note that now two artifacts arrive at service provigtan Step 6, but that
they have different information flow in subsequent steps.

10



5.1 Profile Description

As SAML does with its profiles and bindings, we specify the Janus profile by
means of constraints. Actually, regarding real constraints, Janus is-feature
of the SAML V2.0 Web Browser SSO/Response/Artifact Feature. Toezefanus
inherits the constraints of its parent feature and extends them by usingedled
Janus artifact with additional constraints.

The profile relies on one assumption about the consistency of browsavibe

A browserB shows consistent Referer tag behavior if it either sets
Referer tags in the communication with all servers or with none if the
preconditions for Referer tags from HTTP are fulfilled.

For such a browser, the predic&ietsReferer is TRUE if the browser does set
Referer tags. Alanus artifacis a SAML artifact which is chosen from two artifacts
transported in different ways in the protocol, dependin$emsReferer:

if SetsReferer(B) then art = art; elsearts

whereex denotes uniformly random or pseudorandom and independent cHoice o
a value from a domain, and= 160. (In general could be a security parameter.)
The two artifacts are transmitted in different ways to ensure that an adyersn
obtain at most one.

Notation As in Section 2] andP have unique entity identifiergli andidp, re-
spectively. The identity providdrcontrols two URLSs: it performs user authenti-
cation and issues SAML artifacts 860 and has its artifact resolution service at
ARS. The service provideP controls the assertion consumer service URIS.

By SAMLart we denote the domain of SAML artifacts; we only need to know here
that a correctly chosen SAML artifact has a sufficiently large (psetaludom part

to be guessable by an adversary only with negligible probability.

Step by Step. An overview of the Janus profile is shown in Figure 2. The gen-
eral flow is as in the SAML V2.0 Web Browser SSO/Response/Artifact Featu
surveyed in Section 2. We start the step-by-step description with the incip
identification all. SAML defines Step 4 as out-of-scope; in Janus we require that
it ends in Step 4.z at the identity provider’s addrés¥) and that Step 4 is done
through a server-authenticated secure channel. The querystringid.3tis aug-
mented by a SAML artifactirt; generated by the functiogen_art. How this is
done depends on the principal identification solution usedl. bly the principal
identification is POST-based, the HTML form querying the user for atitegtion

may holdSSO(art;) as the submission address. Solutions based upon a GET re-
quest may issue an explicit redirect§§0 (art) in the preceding Step 4.y. How-
ever, if the overall solution takes more than one request-responsghpdaitentity
provider may find a way to execute Step 4.y at URIO(art;) without any ad-
ditional round-trip? Given a Step 4.z requedtderives a user identitydu # e

2In implementations of where the principal identification in Step 4 is based upon a GET request

11



’ ID Provider |

/ ser\) Browser Service Provider P
NI B (SAML Requester) (SAML Responder)

Determine idi and SSO;
_1' Attempt to access resource | generate AuthnReq with

AuthnRegq.Issuer = idp.
. REDIRECT(SSO, AuthnReq)

Using Redirect, POST
3. or Artifact binding

| Receive at SSO.

Also possible without Step 3 | a@rt; < gen_art;

|<_ -] - — — — — T - — — — — — — — P Receive at SSO.
4.y (2 last msg): REDIRECT(SSO(art, ), ...) /

4H_MLforﬂslﬁmL ssort),..) _ | _ _ _ _ _ _ _ _ |

|
|
| 2
| -t
|
| 4. Identify principal

4.z (last msg): to SSO(art,)[Ref = SSO] .|. Result (cid’, idu);

SetsReferer :=
(4.z.Ref%g);

art, < gen_art;

art Janus_art(art,,
art/i SetsReferer)

‘5. REDIRECT(ACS(art,), no-cache, no-sfore) gmputg%ggesc{]fﬁ?ﬁa’;

controls(idp, ACS).

Y

|

|

|

|

|

|

|

| 6. GET(ACS(art,))[Ref = SSO(art,)] | Receive at ACS;
| ®1 channel identifier cid,
|

|

|

|

|

|

|

|

SetsReferer := (6.Ref#g);
art := Janus_art(art,,
art,, SetsReferer)

ARS := lookup(art.source, ld) 7.To ARS: ArtResolve Receive at ARS;
generate ArtResolve with art and | enforce one-time
ArtResolve.Issuer=idp | 8 “To the requestor’: property of art;
Derive idu, att from ArtResponse; értResp oRSE generate ArtResponse.
output(cid, idu, att).
9. Return result
- — — — — — — — — — |
10. GET(URI)[Ref = ACS(art,)] »
SSL / TLS recommended to
— — — — Not actually specified maintain confidentiality and

message integrity

Secure channel MUST Mutual authentication, integrity
be used protection and confidentiality

Figure 2: Janus profile, or SAML Web Browser SSO/Response/JarntifischFea-
ture.

corresponding to the principal identification; this is bound to the channgtiide
fier cid’. Furthermore] tests whether the browsé is setting Referer tags by
checking whether the Step 4.z request contains such a tag. PotentisdrRafs
are indicated in the figure by elemersf in brackets. Here we assume that the
authentication method used gets the addi&#538 of Step 4.z from a source with
its own URI, so that the precondition for setting the Referer Tag is fulfilled.

In Step 5) generates a second SAML artifagt, independently fronart; us-
ing gen_art, and computes a Janus artifaet from art; andarts. Next,| derives
the service provider's entity identifigrlp from AuthnRequest.Issuer and com-
putesACS such thatontrols (idp, ACS) holds. Finally, it redirects the browser to
ACS (art2) by sending &REDIRECT response to the channel with identifigr!’.

Upon the browser'sGET request at the end of the redirect (Step 6), service
provider P checks whether the browser has set a Referer tag. Phean also
apply the functionlanus_art. Note that ifSetsReferer(B) is false, therP does not

and only takes one request-response pair, or where identificationireefeom a previous protocol
run, | needs to issue one additional redirect message to direct the brovi&&ptart, ) and therefore
loses the round-trip-time advantage of Janus. However, a typicalcagenitial internal redirect to
an authentication service.
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haveart, but also does not need it in this function.

Now P looks up the identity provider’s artifact resolution service URRS by
means of the artifact'source_id.

In Step 7P sends the artifacirt in an ArtResolve message tal RS to resolve
the SAML artifact. The identity provider looks up the SAML artifact and ecés
the one-time request property. If the artifact can be resolved to artiaas¢henl
sends this assertion enclosed inArtResponse message to service providerin
Step 8. Recall that Janus inherits the security checks and constraistsilpee by
the SAML V2.0 Web Browser SSO/Response/Artifact Feature for theps,ste
particular mutual authentication and confidentiality for Steps 7 and 8.

5.2 Security

The core security property achieved by Janus artifacts ig¢heral prevention of
artifact information flow This property is crucial for the security of all SAML ar-
tifact profiles and renders the SAML 2.0 WebSSO Browser/Janus Arkfeature
superior to other proposals. We claim the following information flow property

If the trust and setup preconditions of authenticity of Section 3 are
true, and the browser has consistent Referer tag behavior (Sectjon 5.1
then the Janus profile defined in Section 5.1 produces no information
flow from the Janus artifactrt to other parties thaR, | andB.

We have two cases depending on the Referer tag behavior of the lbrowse

Case 1:B sets Referer tagdf the identity providen observes in Step 4.z that
browserB sets Referer tags, it usest; as the Janus artifaetrt. Here art; is
issued in the redirect location and Step 4.y and used in the URI in Step 4.2. Thu
the browseB putsart; in the Referer tag of the subsequent HTTP request, which
is Step 6. The usages in Step 4 are over a secure channel and thesnmable
except forl andB, and Step 6 is over a secure channel to an address controlled
by P so that onlyP learnsart; here.P seesart; in the Referer tag and therefore
computes the same Janus artifact asl. P uses the artifacirz in Step 7, but this
step provides confidentiality, so that there is no information flowrothere except
back tol. There is no further use afrt or art; in the profile. Hence an adversary
has no advantage in guessiag.

Case 2:B does not set Referer tags this case, the protocol flow is identical
to the normal SAML V2.0 Web Browser SSO/Response/Artifact Featureether,
information flow by means of the Referer tag is now prevented by the pdéemm
of the case.

5.3 Efficiency

How does the Janus profile behave compared to other measures tleestsatidrar-
tifact information flow problem? We consider three dimensions of efficien@-me
sures: message complexity, storage complexity at the service préviéed as-
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sumptions about the environment. We compare our proposal to the origivil S
2.0 WebSSO Browser/Artifact Feature and discuss two prominent alteadt
enhance its security apart from Janus. We give an overview of theth®dseand
their efficiency in Table 1. In this table, we use the variabker the total number
of artifactsl has sen® has seenf denotes the number of artifacts that failed to be
send to the identity providdr

We start with the alternative that the service provider emplogieaning self-
redirectafter Step 8 to make the browser strip off a potentially valid SAML artifact
in the Referer tag (see Table 1, column “Redirect”). Such solutions arelywid
used by e-mail providers preventing a user’s session identifier to Hesksiowvhen
redirecting the user’s browser to other servers. However, thesto@Einave the
disadvantage of additional round-trip times.

Another proposal is to enforcefall one-time request properigt the service
providerP (see Table 1, column “Full Blacklist”). Instead of storing only a black-
list of artifacts where the resolution failed, the service provider stalleartifacts
seen. In Section 4.1 we proposed a light-weight alternative to store adicistthat
were not confirmed by the identity provideto be invalidated. Still, both solutions
burden service providers with storing a potentially high number of artiféactdi-
tionally, an adversary may attack this solution by sending large numbertsfattr
in Step 6 messages to the service provider and have the service prodidastits
storage bounds for the artifacts. Moreover, any cleanup measutég antifacts
that are based on expiration times would again be based on timing assumptions.

Table 1: Efficiency measures for SAML 2.0 WebSSO Browser/Artifacppsals.

| SAML2.0  Redirect  Full Blacklist Janus

Msg POST Auth 0 +2 0 0

Msg GET Auth 0 +2 0 (+2)

StorageP o(f) o(f) O(n) 0(0)

Storagd O(n) O(n) O(n) O(n)

Assumptions timing P,l  timing P, timing P, consistenB
oo cache oo cache oo cache

With the SAML Web Browser SSO/Response/Janus Artifact Feature, we pu
sue a solution that does not have these drawbacks (see Table 1, cdanus™).
This new solution does not need an additional self-redirect in most,casedoes
it rely on P storing lots of artifacts or assumptions about the artifact’s lifetime. Ac-
tually, the artifact in the Step 8 CS URL may indeed flow to the adversary. The
point of the Janus profile is that this artifact is completely worthless for aarad
sary. We recall that the profile relies on the assumption that a standarteweser
behaves consistently in communication with other servers: either the bresrsis
Referer tags to all servers, or does not send them to anyone. Adartiveg does
not send Referer tags ®, yet, does send Referer tags to another server reach-
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able from Step 9 of the profile, may break the profile. If one does nat this
assumption, we recommend to complement the Janus profile with the light-weight
blacklist measure with additional cleanup after times significantly beyond tihe ar
facts’ lifetimes, and thus using only a very weak timing assumption.

6 Conclusion

We have analyzed the SAML V2.0 Web Browser SSO/Response/Artifattifee
and focused on the problem of information flow of the SAML artifact, which is
inherent to all browser/artifact profiles. For a specific scenario, awe lievised

a concrete exploit that circumvents the current security measures in S#MdL
demonstrates such an information flow.

With the Janus profile, or SAML Web Browser SSO/Response/Janus drtifa
Feature, we have devised a novel efficient solution to this problem. Thisso
neither relies on timing assumptions about the artifact’s lifetime, nor does it need
additional messages in most cases, nor does the service provider hale state
in the form of blacklists or similar space-consuming measures. Only levertgn
information-theoretical or computational independence of two artifaceshend
an assumption about the consistency of a standard browser’s beliapresents
a new approach to the problem of artifact information flow.
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A Appendix

A.1 SAML 2.0 as a Multipart Standard

Table 2: SAML 2.0 as multi-part standard

Document Element Description
Core Basic message formats.
Assertion Corresponds to security tokens or credentials in other

terminologies. An assertion has an issuer, typically
a subject about whom the issuer asserts something, and
optional elements like signatures and conditions.
Request/Response  Message pairs that can transport assertions.
AuthnRequest/ Transport a request for authentication
Response and the resulting one or more assertions.
ArtifactResolve Asks for the real response referred to by an artifact.
ArtifactResponse  Delivers this response.

Bindings Bind messages to concrete transport protocols (e.g., HTTP)
Artifact Binding ~ Describes how an artifact is transported
through a browser. The corresponding actual SAML message is
retrieved directly, using the artifact as a reference.

Profiles Define entire sequences of message exchanges, for
instance for single sign-on. Due to reference to
the bindings, these profiles are rather modular.

A.2 Details of the Artifact Accumulation

In Figure 3 we depict the artifact accumulation attack.

A.3 On Multiple Querystring Parts

As an example that there are sites that accept multiple querystring elements with
the same name, and that different sites interpret these querystringsmiffeone
can check out the ACM and IEEE digital libraries:

For ACM, a given URL ishttp://portal.acm org/ browse_dl .

cf n?l i nked=1&part =transacti on&col | =portal . We now

add another element named “part”. This URL gives the same page:
http://portal.acm org/ browse._dl.cfn®linked=1&part =

transacti on2&part =transacti on&col | =port al &l =ACM In

contrast, the following one looks up non-existing transactions “transattion
http://portal.acm org/ browse.dl.cfn®?linked=1&part=
transacti on&part=transacti on2&col | =port al &l =ACM The
conclusion seems to be that the last version counts.
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/ User™, [ Browser Service )
\—Lrj/)’ B ’ Adversary A ‘ ’ Provider P ‘ ’ ID Provider | ‘

1*. Attempt to
access resource

|

| N
2". REDIRECT(SSO, | petermine idi and SSO;

| AuthnReq)) generate AuthnReq with

| AuthnReq.Issuer = idp.

1. Attempt to access

| pesource __ __ __ pl .

|

|

|

|

2. REDIRECT(SSO (art), AuthnReq))

Receive at SSO.

4. Identify principal
e — —|Zemyprnewst L » Result (cid’, idu).
Also possible t Tt
without Step 3 ié:JIp't %i?ﬁr?Réq Issuer;
i. REDIRECT(ACS (art,) art), no-cache, no-stofe) compute ACS such that

controls(idp, ACS).

6. o | Receive at ACS;
*"| channel identifier cid.
ARS := lpokup(art,.source_id);

|

|

|

|

|

| Generate ArfResolve with art;and | 7, To ARS: ArtResolve .
[ ArtResolve.lssuer=idp; »( Receive at ARS.
|

|

|

|

|

invalidate art;. | 8. “To the requestor”:
4 Generate ArtResponse
[@gtResponse ERROR (ERROR because of

wrong artifact)
9. Return result
et —

10. GET(URI)[Ref = ACS(a o

A observes valid artifact

SSL/ TLS recommended to
— — — — Not actually specified maintain confidentiality and
message integrity

SSL/TLS SHOULD be Mutual authentication, integrity
used protection and confidentiality

Figure 3: Artifact accumulation attack up to artifact leakage

In contrast, for the correct URLhttp://ww. conmputer. org/
portal /site/transactions/index.jsp?&Name=transacti ons._
| evel 1&pat h=t ransacti ons/tc/ nc&f il e=aut hor. xm &sl =
articl e. xsl & adding an elementi | e=aut hor 2. xm after the original
one keeps the page, while adding it before the original gives an &oonere the
first version seems to count.
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