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Alice and Bob want to talk...
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What to do with a CAKE?
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Problem

Solution
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Problem

What's the CAKE ideal functionality?
What's key ideal world building block?

What challenges to solve for CAKE?
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sid := parent/ext: Ppiq : Qpid : ( R)
(left-input, s) (right-input, t)

¢ Input ¢

*
cake

1. Await inputs (s, t)

2. 0On (km:kaigadv)
{(1,K) if (s,t) € R

% AJESJeApeJyﬁ

0 if (s,t) € R
With K := K,q4v corruption
K (S K else

(kﬂ:k,ffadv)

output

(return, {(1, K);0}) (return, {(1, K);0})
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[Can2005]

sid := parent /ext : Ppiq : Qpid :

(send, z, w) (ready)

e

Fezk

1. On input (send, z, w)
such that(x,w) € R
send (send, 4(x))

2. Wait for (lock)

3. On input (deliver)
send(deliver, z)to P

(send, {(x))

-ﬁ AJESJeApev

output
(done) (deliver, x)
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How to realize CAID protocols?

How to overcome
Fsch dependency?

F sch -F ezk

How to
realize Fezk?

How to construct
CAID?

Protocols for
useful relations?
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How to bootstrap an authenticated
channel?

How to realize UC EZK?

How to prove equality?
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How to bootstrap an authenticated channel? [BCLPR2005]
Faites VOS

(lnlt Xrnd)
(authonze Xpid, H, chzd
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TErLg .
[DH KE}’“"_Q Y Er Lg
v — gY
w «— uY
T (K,7Ka;uth) A PRG(w)
-

(K, Kautn) <—wPRG(Qqu) - v oy y,w

[Split Fr@ chid «— (u,v) chid — (u,v)
)

L, Ww, Kauth ¢ KaUth > Kauth = K;uth

(key, chid, K)

Allows us to UC-realize split multi-
session secure channels under DDH.

} Ry all
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How to realize enhanced zero-knowledge?
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115,

e

[GaMaYa2003, JarLys2000]

ez

f ach

[GaMaYa2003]
Paillier encrypt

and commit (w, )

Proof of
representation

h 4

!

f sch

[JarLys2000]

Committed proof
[MacYan2003]

SSTC trapdoor

. commitment
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[CraSho1998, JarLysZOOO]
Are secrets a and
b equal?

Non- commlttlng encryption
b
¥

a>[ Encrypt ]-»@ g
9 fezk@ >
[Ran*dom@ g5(a=b) Mangle
Fez
2\ % '/4 k@ ® @

[ Decrypt]
sz(a—Db)
gsz?a—b) ° Fezk 9 g >

UC-realize F,. for{=) under DDH
assumption in the (Fezk, Fscn) hybrid model.

e
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Solution

How to put it all together?

How to prove the protocols UC secure?
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How to put it together and prove it UC secure?
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?

* eq
Heq N Fca,id
“DDH

st

F, sch F. ezk

[ Strong CAID }
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How to put it together and prove it UC secure?

?
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?

* eq
Heq N Fcaid
“DDH

st

F, sch F. ezk

[ Strong CAID }

€q
fcaid

>
slle| AN\
_DDH
y'd it
F. ske Fezk
[ CAID
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Corruption

Model

System

Parametersm

General
Protocols

<

N

4

Derived
Protocols

N

4

[http://eprint.iacr.org/2010/0535]

Adaptive corruptions with erasures

G of prime orderq, generatorg. W
Joint access to CRS (for {2 & UCZK realization)

a

CAID* for( x ): UC-secure under CDH. A

CAID* for(=): UC-secure under DDH.
Split transformation to CAID.
Split multi-session KE: UC-secure under DDH/

PAKE secure against adaptive corruptions, UC-\
secure under DDH, w/o ROM.

PAKE* secure against adaptive corruptions and
server compromise, UC-secure under DDH. )
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ozz,oz“{ Random hp o hR<{ Random]

If (z;,8;) € E

then e; «— g%

else e; — hR/g i

m{% o .ezk{sz € SHal €Zy}: | _ (e)
[(xi,8:) € E; V g% = hr/e;]
(fz)‘ Fezk(f’i) °

If (zi,8:) € By (vi)

thenu; «— f;*

elseui ~r G cAID: VX, (ui =w)
-

Q)
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How to prove the protocols UC secure?

L, ~v Fo e s, A R,
< DDH < DDH >

o o

sF*.
d
fSCh erk S\Fsmc Fezk ol
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